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Protected Confirmation - Dynamic Linking

EU Directive ,Revised Payment Services Directive" (PSD2)[*] mandates that:

payment service providers apply strong customer authentication that
includes elements which dynamically link the transaction to a specific
() amount and a specific payee.

EMV Security Standard
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PCI SSC
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[*] The European Parliament and Regulation (EU) the Council of the European Union. —
Directive (eu) 2015/2366 on payment services in the internal market, 2015, Article 97(2)
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Banking Trojan: Remote Control Device

Automate Any User Interaction with ACCESSIBILITY

Automate user input via Accessibility

Attacker can sniff user input such as
PINs, clicks, text input, voice input etc.

Attacker can automate user input:
Auto-confirm granting privileges
Auto-confirm approving payments
Entering fraudulent payments
Prevent removing privileges
Prevent removing malware
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ACCESSIBILITY: Remote Control Device

Run - hook-analysis

Run & execute_commands

success | nowowapowagl startcasonuti

success | casonuti OrientationChangeCallback
success | casonuti createVirtualDisplay
> startapp app=com.google. android.

apps.mes glng

startApplication | app:com.google.android.apps.messaging, st

177

g min'
text= "1/ mlLi

> clickattext

success clickAtText android.view.accessibility.Accessibil

é

(650) 555-1212 h W Q

Yesterday + 11:54 PM

Texting with (650) 555-1212 (SMS/MMS)

Please send 0.5 BTC to 1A1zP1eP5QG
efi2DMPTfTL5SLmv7Divf

1:50 PM

Thank you for the help

.ee

“
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Hook VNC Image Viewer

O D localhost

(650) 555-1212 O W Q

Yesterday « 11:54 PM

Please send 0.5 BTC to 1A1zP1eP5QG
efi2DMPTFTLSSLmv7Divf

150 PM

Thank you for the help

Vly IBAN is CH23 6788 2366 5790 L



Hook VNC

bots statistic

e, BuildTester
- admin

g B - Convenient
Press RightCickto [ Command history remote
e | control via C2
= ; Sl - « Similar to
e . TeamViewer
B - Any User
Interaction
can be logged
« Any
Interaction
A | can be

19551

19550

B Text mode

@  Disable screen view
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Copybara - Remote Control Hidden Under Overlay
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Quick Ove Keylogger
Controls Notifications Logs
Permissions Remote Errors
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Black Overlay
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Custom Overlay
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Top Title
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Image (PNG or JPG or GIF)

1File, MAX IMB

Translate  Send Custom Overlay
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Media WS Other  [[] Disable Cache  No Throttling $

Time
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Copybara - Typical Attack

16:23:544 Command: Send_LockScreen_Overlay_CO Installazione in corso Attendere prego 1711548724
051.png rgba(248, 247, 247, 1)
16:23:55¢ Command: Send_DeviceScreenShot_Permission

Lock Screen i

:23:561T Notification: com.bnlsicuroappbnlapp.apkapp —>

16:23:59¢ Command: Send_Swipe_Action_ACS <pattern>

16:27
16:27

Login to Bank App  i6:27

16531
16:31
1631
165 31
16:31
1631

Enter Payment

Remove Banking App 16:3

1634
16:34:

Cleanup 16:34:

16:48

16:50

:031
:214
1264
:344
: 384
:404

204
241
254
2671

201l

:071
16:50:
1221

151

:024 Command: clickbyid it.bnl.apps.banking:id/btn_eir_registrati Accedi con PIN
:23171 KeyLog: [] -pkg : it.bnl.apps.banking
:354

Command: clickbyid None 0052093302

KeyLog: [IT79H2tai=1i51-8isdsedt=d’2] -pkg : it.bnl.apps.banking
Command: Send_Text_FromPCToAndroidDevice IT7SH:=kelHL ks Sichiderd =He 2
Command: Send_Swipe_Action_ACS <pattern>

Command: clickbyid it.bnl.apps.banking:id/et_state_money_item Importo
Command: Send_Text_FromPCToAndroidDevice 9800

Command: clickbyid None Prosegui

{Command :
Command :
Command:

Notification:
..Irading
PhoneCalling:

PhoneCalling:
PhoneCalling:

Command :

Send_Uninstall_CertainApp it.bnl.apps.tol.bnl

clickbyid android:id/buttonl OK

Send_Swipe_Action_ACS <pattern>
com.google.android.packageinstaller -> Disinstallazione di BNL

OFFHOOK

OFFHOOK 3475#titiHt#
IDLE 3475##tHtHE
FormatthisDevice
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Mitigate Banking Trojan Attacks

Hardware backed keys

Strong 2 Factor Authentication 2FA
Biometrics

App Protection against Remote Control

Protected Confirmation
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Class 4 Reader - Evolution Of Strong Authentication

CHERRY &

Class 1 Reader Class 2 Reader Class 3 Reader Class 4 Reader
Keys generated on PIN entry on Trusted User Device attestation
Hardware, non- dedicated HW Interface The integrity of the
extractable Credentials cannot Prevents overlay device /

Keys are protected easily be sniffed attacks environment can be
against cloning verified.
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Target Security Architecture

-

™

RICH OS APPLICATION ENVIRONMENT

TEE Client API

o 5 Hardware Platform

TRUSTED EXECUTION ENVIRONMENT

Trusted Trusted Trusted
Application Application Application
DRM Payment Corporate

¥ | A

TEE Trusted
Comm. Core
Agent Framework

Trusted
Drivers

Trusted OS Components

HW Keys, Storage, TUI Peripherals
(Screen and Keyboard), Secure Element

HW Secure Resources

Separation between 2 security
domains

Device attestation

Hardware backed key on
Hardware Storage Module (HSM)
FIPS 140-3 (Level 3+) ,EAL4+
certified

Trusted Ul

Source: GlobalPlatform, The Trusted
Execution Environment: Delivering
Enhanced Security at a Lower Cost to the
Mobile Market, February 2011.
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Android Protected Confirmation (APC)

Android Protected Confirmation

u are going to transfer 4200 EUR to IBAN

Y
DE16533700240123456701

icaton Applcation | Applcaion
nnnnnn

eeeeeeeeeeeeeeeeeeee

0000000000000000000

eeeeeeeeeeeeeeeee

Confirmation data submitted from an
app in the blue OS to APC running in
the

Transaction details displayed by APC
via Trusted User Interface (TUI),
leveraging own drivers

Physical user response collected by
APC via TUI, directly connected power
button or biometrics

APC usage evidenced to the bank
through a TEE-issued digital signature
over the confirmation data

Signed confirmation returned from
APC in the to the app in the
blue OS (REE)
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Science Fiction Or Reality - USB Pilot

Androijg Protecteq

COnfirmat,'on

Besese
9N Sie cie Kone
P e e e
14104 ONtOnummer
04835123 6244 01000

https://www.ubs.com/ch/en/private/digital-banking/private/apc-pilot.html
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FIDO - Technology-Neutral International Standard

9:30 () 5G40

& UBS

Transaction

In order to make "Protected
Confirmation” widely accessible, the
technology must be standardized in a

Account details

technology-neutral, internationally et
accepted specification.
FIDO is a broadly accepted T

international standard implemented
by all major Software companies.

Ammount

CHF 17.50

\
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Thank you!

9:30 () 5G40

3 UBS
Questions? Transaction

Account details

From

Account 01
PH23 2374 987 65432323 3

To
Betty Bossi Division of the Coop
CH12 3456 789 42434242 4

Ammount

CHF 17.50

=)

Berner Fachhochschule | Haute école spécialisée bernoise | Bern University of Applied Sciences




APC Demo App - Try it

https://play.google.com/store/apps/det
ails?id=ch.bfh.securevote

' Google Play ~ Games  Apps  Movies&TV  Books  Kids aQ ® e

APC Demo App

5+ 3]

Downloads PEGI3 @

:

L0 Youdon't have any devices

About thisapp >

Android Protected Confirmation (APC) can be applied to a wide range of security critical operations such as
“authentication”, “authentication with linking”, “transaction confirmation” (such as EMV «3DS confirmation»),
“shareholder voting”, “medical device steering”, “access un-locking”, “electronic signing” and many more. This app
demonstrates the usage of APC.

Updated on
Mar 9, 2023

Libraries & Demo

https://apc.ti.bfh.ch/

>ENQE

Bern University of Applied Spiences /| APC Project /| APC - Get started

e

Android Protected Confirmation:
Confirm and sign messages dis-
played on a Trusted User Interface

Put end users back into sole control over their mobile-
device.

Android Protected Confirmation (APC) is basically a Class-4-Reader. The message is
displayed on a Trusted User Interface. The confirmation and authentication takes
place on a Trusted Execution Environment (TEE). The keys are generated and stored
on hardware. The state of the trusted environment is certified by attestation.
L.e. APC meets security requirements that are set for POS (Point Of Sales) terminals.

Try it.
Motivation
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