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Live hacking — Key extraction using SCA

A cryptographic devices is attackable using side channel analysis

Channels Research
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Principles of power analysis (PA)

The power consumed in a device is composed of two types - dynamic, sometimes called switching power, and static, sometimes

called leakage power.
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Figure: Total power is the sum of the dynamic
(green) and leakage power (blue)

Source: https://semiengineering.com
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= Total power is a function of switching activity, capacitance,
voltage, and the transistor structure itself.

® Resulting power profile is related to work being done.



Principles of power analysis (PA)

The power consumed in a device is composed of two types - dynamic, sometimes called switching power, and static, sometimes
called leakage power.
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Figure: Power consumption profile during one clock
cycle

Source: Riscure
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Principles of power analysis (PA)

The power consumed in a device is composed of two types - dynamic, sometimes called switching power, and static, sometimes
called leakage power.
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%100 Oseq = Differential Power Analysis (DPA) < amplitude variation;
identification of data dependencies; Statistical models
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Thanks for your attention!
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Figure: Overlaid trace set (filtered data)
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https://bfh.ch/cybersecurity
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