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Abstract—In this poster, we start the discussion of the poten-
tials and challenges of digital payment systems to advance
digital services in the Internet of Things. We specifically
focus on devices with constrained hardware resources. To
enable multi-stakeholder machine-to-machine scenarios, we
propose an e-cash approach that is privacy-friendly and al-
lows for autonomous payment. We implement our approach
using GNU Taler, a free-software e-cash implementation, and
RIOT, a free and open-source operating system for the IoT.
Our preliminary findings suggest that the deployment of e-
cash systems is feasible in constrained IoT scenarios. They
underscore the importance of concise, standard-compliant
data encoding over computationally intensive compression
techniques.

1. Introduction

The Internet of Things (IoT) is projected to consist
of 30 billion interconnected devices by 2030 [1l]. Most of
them will be constrained in terms of hardware resources
to reduce manufacturing costs, enabling mass deployment
of many different new applications. In principle, each of
these IoT devices provides a service (e.g., sensing data,
acting to external input), often in multi-stakeholder envi-
ronments in which not all stakeholders necessarily collab-
orate in a peer-to-peer manner. How to seamlessly offer
advanced services in such networks is still an open topic.

Providing an economic incentive could be one reason
for cooperation. To enable, for example, data sharing
between different stakeholders then requires autonomous
machine-to-machine (M2M) payments such that the pay-
ment is integrated with and running directly on the (con-
strained) [oT devices, keeping the overhead of accounting
and payment processing low. Additionally, such an IoT
payment system must prioritize (meta-)data privacy pro-
tection due to the sensitivity and scale of data involved.

In this poster, we propose payments in the IoT based
on blind signatures and a centralized architecture. Such a
token-based approach allows for payer privacy and enables
autonomous usage by design, thereby meeting two funda-
mental requirements. gives some examples of
payment scenarios and typical constraints in the IoT, and
shows that other approaches to digital payments do not
fit the IoT use-case well. discusses the required
functionality to participate as a constrained device in such
a system, elaborates on design choices for data transmis-
sion formats, and briefly evaluates the proposed design
using a proof-of-concept implementation of GNU Taler
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Figure 1: A distributed IoT economy needs autonomous
and privacy-respecting machine-to-machine payments.

on RIOT. concludes the poster by presenting
challenges left for future work.

2. Background and Problem Statement

This section discusses some common IoT scenarios
depicted in[Figure 1] how these scenarios benefit from IoT-
integrated payments, and the requirements and challenges
imposed by limited hardware resources. We also analyze
currently available or proposed digital payment systems.

IoT Scenarios. The vision of the Internet of Things (IoT)
revolves around the seamless cooperation of intercon-
nected devices, operating autonomously without direct
human intervention. These devices exchange data or, more
generally, services, often involving sensitive information
regarding privacy. For instance, smart household appli-
ances such as refrigerators can autonomously order sup-
plies. Industry scenarios may involve the cooperation of
many entities, for example, when goods are tracked from
manufacturing to warehouse until hand-over to the end-
customer, including automatic ordering of new supplies.
Similarly, vehicles can autonomously handle payments for
parking, tolls, and fuel, benefiting both autonomous and
conventional car users. Furthermore, smart grid energy
trading relies on IoT devices to coordinate local electricity
sharing among buildings equipped with renewable en-
ergy sources, ensuring efficient energy management within
communities. Even scenarios involving human interven-
tion, such as pay-as-you-go public transportation, can
benefit from compact and cheap IoT-based wallets which
improve the user experience.



TABLE 1: Comparison of digital payment approaches.

Approach
Features  Traditional Crypto- Our:
currencies E-Cash
Autonomy X v/ %
Privacy b 4 pseudonymity  payer
Resources . eoss

IoT Payment Requirements. The provision of services
(e.g., data sharing) among diverse stakeholders based on
an economic incentive model requires economic remu-
neration. While subscription models suit static scenarios,
they fall short in dynamic environments in which IoT
devices interact only sporadically. Autonomous machine-
to-machine payment might offer a solution by enabling
billing and transactions without human intervention. How-
ever, concerns about privacy arise due to possible payment
observations by third parties, either directly [2] or through
metadata analysis [3]. Ensuring payment privacy becomes
crucial in scenarios lacking mutual trust among devices.
Having an openly standardized privacy-preserving pay-
ment system at hand would also counteract monopolies
and discriminatory treatment against devices of a certain
owner or manufacturer, and allows for true competition
and interoperability across devices.

IoT Device Constraints. In scenarios requiring large-
scale deployments at minimal cost, devices are typically
selected to precisely match the use-case, resulting in a
significant number of highly constrained devices. These
devices face severe limitations in available memory, in-
cluding RAM, ROM, and persistent mass storage, which
impacts system design in terms of storage requirements
and processing overhead. Several IoT scenarios also in-
volve off-the-grid deployments and battery-powered de-
vices, which require the use of low-power wireless net-
working protocols with small packet sizes and low data
rates. A universal IoT payment system must account
for these constraints, minimizing storage, processing, and
transmission requirements to ensure compatibility with
low-end devices.

Payment Options for the IoT. Traditional payment
systems, such as credit card payments, bank transfers,
and third-party payment providers, are widely utilized
by the public for in-store and online transactions. These
systems rely on centralized databases storing the account
balances, allowing transactions to be initiated through
simple means like NFC interactions. However, authenti-
cation mechanisms typically require human confirmation,
hindering autonomous payments. [4] Moreover, access to
the central databases compromises transaction privacy,
violating payment privacy requirements. On the other
hand, cryptocurrencies offer digital payment alternatives
with their decentralized design, seemingly suitable for [oT
scenarios. Yet, their reliance on resource-intensive con-
sensus mechanisms and transaction confirmation delays
pose challenges. Verifying transactions independently is
unfeasible for constrained IoT devices using such ap-
proaches. [5] Furthermore, while cryptocurrencies offer
pseudonymity, transaction traceability and potential ac-
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Figure 2: Architecture of an e-cash payment system:
Participating devices (B) need to perform cryptographic
operations, store tokens, and communicate with a central
service provider (8) over the Internet.

count identity associations remain concerns.

Our approach: E-Cash. A third approach to digi-
tal payments, based on the e-cash scheme pioneered by
Chaum [6], offers cash-like anonymity for payers through
blind signatures of tokens by a central authority. Each
token, signed and backed by a certain value held by the
central authority, can be redeemed once by a payee for an
authorized payment. Utilizing tokens instead of identity-
bound accounts facilitates autonomous operation and hin-
ders transaction linkability. However, the self-custody as-
pect of e-cash schemes entails token storage requirements
for the users, a crucial consideration for deployment on
resource-constrained IoT devices. The original design pro-
posed by Chaum could not give unlinkable change and
thus had linear complexity for variable amounts. Dold [7]
solved this critical issue, allowing for logarithmic com-
plexity in GNU Taler.

summarizes our comparison of traditional pay-
ment systems, cryptocurrencies, and e-cash concerning the
essential requirements identified for the IoT. To the best of
our knowledge, this poster represents the first exploration
of integrating an e-cash-based payment system with the
constrained IoT.

3. Design and Implementation

Design Aspects. [Figure 2| shows a typical e-cash system
consisting of two basic components: a central provider,
which issues blind signatures on cryptographic tokens,
and users, which hold these tokens in self-custody. IoT
devices operate as users. Therefore, they need to support
three basic functions: (i) cryptographic operations such
as blinding and signature verification, (if) the storage of
signed tokens and metadata, and (iii) the communication
with the provider via the Internet. We propose to build
the payment system integration on top of an IoT oper-
ating system with a universal API, abstracting hardware
details such as hardware-based cryptographic acceleration,
storage, and physical-layer protocols. This approach en-
ables a hardware-agnostic implementation for diverse IoT
devices, promoting reusability across deployments.
Currently, our focus has been on efficient data formats
for the transmission protocol. In the IoT, reducing packet
sizes is crucial because (i) low data rates and small
Maximum Transfer Units (MTUs) are prevalent in the IoT,
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Figure 3: GNU Taler withdraw request payload sizes
composed of cryptographic information (left) and meta-
data overhead depending on the encoding (right): Packed
CBOR achieves the smallest format overhead, still fitting
one 802.15.4 MTU of 127B for a withdrawal of up to
4 tokens, while avoiding the additional, computationally-
intensive compression step of JSON+gzip.

and because (i) fragmentation may lead to additional de-
lay [8]. While the encoding of cryptographic data such as
tokens and signatures cannot be reduced below their infor-
mation content, the accompanying metadata may contain
redundant information. Human-readable formats such as
JSON or XML may be effective for the broader Internet,
where they can be compressed efficiently with methods
such as gzip or brotli. Compression, however, introduces
complexity on end devices, leading to larger code sizes,
higher energy consumption, and additional computation
time—all of these characteristics conflict with low-end-
device constraints. Introducing a custom binary format
containing only the raw cryptographic data in a prede-
fined order is not an option either since it challenges
debugging, protocol updates, and forward compatibility.
To balance resources and flexibility, we advocate for using
CBOR [9], a concise binary data format standardized
by the IETE. CBOR efficiently accommodates metadata
alongside the data and provides streaming capabilities.
Packed CBOR [[10], an extension of CBOR, further en-
hances this efficiency by minimizing metadata redundancy
through optimized encoding of repeated information.

Implementation and Evaluation. To evaluate our pro-
posal, we have picked GNU Taler, a free and open-source
digital payment system implementing a logarithmic e-cash
scheme [7], and RIOT, an free and open-source operating
system for the constrained IoT, which provides support for
over 270 IoT platforms [11]]. Compared to other operating
systems, RIOT offers a standardized API for cryptographic
operations that can flexibly make use of hardware accel-
eration and secure key storage where available [12]. The
Taler API{| are specified as HTTP-based RESTful proto-
cols using JSON as a data format, with cryptographic data

1. https://docs.taler.net/core

encoded in base32. compares the payload lengths
for Taler withdrawal requests encoded in various formats,
including JSON, compressed JSON, CBOR, and packed
CBOR. Regardless of the number of digital coins ac-
quired, packed CBOR encoding consistently outperforms
other schemes, exhibiting approximately half the relative
overhead compared to compressed JSON encoding.

4. Conclusion and Outlook

In this abstract, we argued that the IoT will bene-
fit from autonomous and privacy-friendly payments as
a common service. Our approach, unlike prior work,
suggests a centralized system architecture inspired by
the e-cash model. We introduced design choices of our
proof-of-concept, which suggest that digital payment is
doable even if memory and CPU are constrained. We
proposed an efficient standard-compliant data encoding
for the communication between user and provider. Future
work should focus on token storage efficiency and user-
friendly provisioning of IoT devices with digital coins.
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