A Theory Model of Digital Currency with Asymmetric Privacy

Katrin Tinn
McGill University
katrin.tinn@mcgill.ca

June 2024*

Abstract

This paper considers introducing asymmetric privacy in the design of central bank digital cur-
rencies (CBDC) and digital currencies more generally, to preserve the privacy of money spent
while keeping the benefits of digital records for money received. It is shown that this feature
would help minimize real distortions between consumers, firms, and financiers, while enabling
tax optimization and better access to external financing. Protecting the privacy of consumers
is always desirable from an aggregate standpoint as long as there exist some privacy concerns.
Implementing asymmetric privacy is technologically feasible, using for instance Zero-Knowledge
proofs or other privacy tools.
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1 Introduction

Central banks worldwide have been exploring the idea of issuing a Central Bank Digital Currency
(CBDC), and some countries have already issued a version of it.! This paper focuses on retail
CBDC?, which is a central bank-issued digital equivalent of physical cash that can be used for
making and receiving payments by individuals and firms. It centers on one key design choice which
arises when implementing a retail Central Bank Digital Currency (CBDC): should the retail CBDC
aim to replicate the level of privacy associated with physical cash, or should it harness the advan-
tages of digital records to enhance efficiency? In other words, should it resemble “token money” or
“account money” (see e.g., Brunnermeier et al., 2019 and Kahn et al., 2019 for definitions), or find
a middle ground between these two extremes?

This paper emphasizes that a retail CBDC system will inevitably create a large database of
transaction records. The chosen level of detail, or the lack thereof, in individual or firm identity-
related information associated with transactions within this database has the potential to signifi-
cantly impact fundamental economic interactions, either positively or negatively. Namely, the dif-
ferent privacy features of retail digital payment recording systems will influence the firm-consumer
relationship.

Consequently, Central Banks or digital currency issuers face a trade-off. On the one hand,
consumers seem to prefer a CBDC that is token money as privacy ranks highly in user preferences.?
Token money comes with the advantage that consumers can make their purchasing decisions without
needing to worry about outside parties collecting data on their purchasing choices, which may lead
to unwanted advertising, adverse impact, and potential discrimination when it comes to their credit
score or other unintended consequences.

On the other hand, the current view among many central banks seems to be that the future
CBDC should not be as anonymous as physical cash for it not to become a tool for money laundering

and other illicit activities, i.e., account money with some privacy protection is preferable.* Beyond

! Atlantic Council’s CBDC Tracker (https://www.atlanticcouncil.org/cbdctracker) keeps up-to-date records
on these developments. Bahamas and other smaller countries were the early movers, and larger central banks like the
US Federal Reserve System, European Central Bank, Bank of England, Bank of Canada, Bank of Japan, People’s
Bank of China being at different stages of exploration, development and launch.

2An alternative is a wholesale CBDC that is focused on improving the transaction rails across central banks and
financial institutions, while not directly used by individuals. See, e.g., Duffie et al., 2020, Auer et al., 2020, and Auer
et al., 2022, for an overview of a broad set of crucial choices around CBDCs.

3For example, the results on public consultations by the European Central Bank indicated that ”I want my
payments to remain a private matter” ranked highest among the desired features of the digital euro (see European
Central Bank, 2021. Similar preferences for privacy were highlighted in the UK’s and Canada’s public consultations
(see the speech by Cunliffe, 2023 at the Federal Reserve Board, and the report by Bank of Canada, 2023)

4See e.g., the speech on digital euro by Panetta, 2022 and the report by UK Parlament Treasury Committee,
2023 on digital pound.
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this preference, an account-money based CBDC system would add value by enabling programmable
features, which can enhance the creation of innovative financing products, among other benefits of
a digital database for efficiency.’

It has been argued that the trade-off between privacy and compliance may be unavoidable (Auer
and Bohme, 2020), and that the main issue is to decide what limited degree of privacy to bestow
on the new payment system. For instance, the digital euro project proposes to only ensure the
privacy of small payments vs large sums of money. While the existence of trade-offs is undisputed,
this paper argues that a better way to strike the right balance may not be to focus on amounts,
but rather on which aspects of privacy need, and need not, be protected.

The main conclusion from the model presented in this paper is that a privacy asymmetric
design where the privacy of consumers (senders of money) is maximally protected by design, while
the privacy of firms (receivers of money) is less protected achieves the best of both the token and
account-based systems. In short, the implementation of such a system could involve all retail CBDC
users having unique ID-linked accounts, which allow consumers to generate anonymous tokens for
payments. The consequence of this is that when an individual, say Alice, buys a good or service,
say from Bob’s firm, the database will have identity-associated information about the receipt of
funds at Bob firm’s ID-linked account, but not on Alice as the buyer (as it could have been Becca,
John, Li Qiang, or anyone else).

Different technological possibilities exist for implementing these options: for instance, digital
central bank token money could benefit from simple tools like prepaid cards up to sophisticated
cryptography tools like Zero-Knowledge-proofs;® and the implementation of an account-based sys-
tem could benefit from the existing and improved record keeping systems that already exist within
the financial sector, and may further benefit from utilizing innovations based on digital ledger
technologies, including blockchain.

The model starts by considering two extreme scenarios: 1) all payments between the firm and
its consumers are made using token money and are anonymous; 2) all individual purchases are
made using account money, and this information is visible to external parties beyond the firm, i.e.,
financiers, tax authorities, government, and other agents in the economy.

The analysis begins by highlighting the limitations of token money. While this system allows

consumers to buy what they want without privacy concerns, traditional frictions become perpet-

SProgrammable features, often called ”smart contract” features in the context of CBDCs have been emphasized
by Auer et al., 2022, Model X CBDC projects for the Bank of Canada Choi et al., 2021, Tinn and Dubach, 2021, and
Veneris et al., 2021, and by Hyun Song Shin in his publicly available speeches as the Economic Advisor and Head of
Research at the Bank of International Settlements (see also the literature section for further references), see further
in the Literature section.

5See Section 6 for discussion on potential privacy tools.



uated. This part of the paper builds on the classical literature on costly verification and auditing
and brings together a set of key insights from the finance and public economics literature.” While
the key findings of this case are not surprising in the context of the classical literature on costly
verification and auditing, its policy implications for a retail CBDC (or for other forms of digital
currencies that may be widely used) are worth re-emphasizing. Incorporating both tax and fi-
nancing considerations within the same framework reveals that a “token money” based system:
1) makes external financing less accessible and many projects that would be value-adding are not
undertaken; 2) enables the most successful firms optimally evade taxes, because it is typically not
optimal to audit their revenues beyond a threshold; 3) leads to optimal external financing contracts
to favor debt contracts as these minimize auditing costs.

The analysis then points towards two benefits that a CBDC in the form of non-private “account
money” would bring, both stemming from reduced auditing costs. First, lower auditing cost enable
more efficient tax collection from firms, which in turn can lead to lower taxes, at least in a partial
equilibrium context. Second, a richer set of financing contracts are possible and efficient in the
context of verifiable records, including equity and equity-like contracts.®

Modeling the privacy concerns that would be associated with non-private account money de-
serves further clarification as there is no universal consensus in the academic literature on how
different aspects of privacy concerns should be modeled. For the sake of clarity, the model in this
paper does not consider the privacy concerns that affect the firm-consumer direct relationship, e.g.,
via special offers or price discrimination. The costs and benefits of this relationship can lead to
mixed conclusions.

This paper focuses on the distortions between the firm and consumers, when both parties are
aware that third parties may make unfavorable conclusions, should all purchasing decisions between
the firms and consumers be known to these third parties.

The paper argues that worries about third parties, e.g., other firms and credit institutions
making conclusions about consumer types, is of first-order importance when it comes to designing
a large database of transactions (e.g., a retail CBDC). Recent empirical papers have established
that even innocuous-seeming information about consumers’ digital footprints (e.g., when and which
device they use to access a website) can be used to assess creditworthiness?, and the overall con-

sumption choices consumers make may affect their access to credit and cost of credit.'® Moreover,

"See references in the Literature Section 2

8See Modigliani and Miller, 1958 for the friction-less benchmark, and Holmstrom and Milgrom, 1987, Jovanovic
and Szentes, 2013 and Tinn, 2018 for examples of settings where equity(-like) contracts help to sustain effort incentives.

9Berg et al., 2020

0gee Vissing-Jorgensen, 2021, and also Parlour et al., 2022 and Ouyang, 2021 on information in payment flows.



the literature on differential privacy!! highlights that the pseudonymization of identities does not
guarantee the prevention of real identities from being revealed.

This paper also emphasizes another important feature of privacy that distinguishes it from
settings with “good” and “bad” types, commonly analyzed in the adverse selection literature.'? To
make a clear case for privacy preferences, the model considers that there are no universally ”good”
and ”"bad” types, and all consumers dislike characteristic information about them, irrelevant for a
particular buying decision, but possibly correlated with their type and affecting other interactions,
being in any digital database that can be shared. Essentially, privacy preferences can be viewed
as rational paranoia, worrying about the worst that can happen. One natural example is that
someone buying medicine for their parent might worry that an external party (e.g., an insurance
company) could conclude they are a high-risk customer for insurance. Another example to consider
is a situation where someone, having paid for an expensive dinner, may worry that a travel agency,
being aware of it, could conclude they are willing to accept higher prices for air travel and hotels.

Motivated by these examples, the paper models privacy concerns as a component in consumers’
indirect utility. This enables to highlight the main trade-off between the extreme versions of token
and account money: which one is better effectively boils down to the question how high privacy
costs are compared to auditing costs. Both systems are inefficient in enabling all firms with positive
net value projects to raise funds for their projects and may imply higher taxes in equilibrium. The
reason why the extreme version of account money is inefficient is that the firm has to offer its
product at a discount to compensate for the privacy loss or lose some demand from interested
consumers who use mixed strategies.

The intuition derived from analyzing the extreme case further helps to understand why asym-
metric privacy is welfare-enhancing in this setting. To benefit from improved financing contracting
terms and lower taxes, firms do not require knowledge of the specific individuals who bought their
products. Verifiable records of total purchases, however, play a crucial role in alleviating traditional
contracting frictions. Simultaneously, asymmetric privacy makes it harder to learn consumer types,
subsequently reducing consumers’ rational “paranoia” and enhancing the firm’s expected profits.
This, in turn, facilitates the undertaking of more socially beneficial projects.

The rest of the paper is structured as follows. Section 2 discusses related literature, Sections 3
and 4 present the main model of the key trade-offs under pure strategies, Section 5 extends the model
to allow mixed strategies to be played by consumers. It further presents a setting to rationalize

the assumed functional form of consumers’ privacy preferences. This section further highlights the

Hsee e.g., Dwork, Roth, et al., 2014 for an overview.

128ee Mas-Colell et al., 1995 and Tirole, 2010 for classical arguments and literature on adverse selection.



connection between the assumed privacy tools with the concepts in differential privacy literature in
computer science. Section 6 discusses some possible ways a CBDC with asymmetric privacy could

be designed using available technologies. Finally, Section 7 concludes.

2 Related Literature

This paper relates to several streams of the literature, including considerations around the rationale
and impact of CBDC issuance. There is a recent literature which emphasizes the macro-economic
impact CBDC can have on banks and other mainstream financial institutions (see e.g., Li et al.,
2023 Whited et al., 2022, Chiu and Davoodalhosseini, 2023, Keister and Sanches, 2023, Williamson,
2022 Andolfatto, 2021, Chiu et al., 2023, Fernandez-Villaverde et al., 2021), on monetary policy and
financial stability (see e.g., Barrdear and Kumhof, 2022, Brunnermeier and Niepelt, 2019, Niepelt,
2020, Davoodalhosseini, 2022, Schilling et al., 2020, Keister and Monnet, 2022), and international
considerations around flows of capital adoption (see Minesso et al., 2022 Cong and Mayer, 2022).
This literature focuses on the role of central bank-issued digital money as an alternative to deposits
and savings held in banks, which in turn may crowd out bank deposits, affect financial stability,
and become either locally, or internationally a compelling alternative to bank money and may affect
the mainstream reserve currencies.

This paper’s focus is closer to another stream of recent literature which focuses on the role of
CBDCGCs as a compelling replacement of physical cash, especially when it comes to privacy consid-
erations. For example, Ahnert et al., 2022 develop a model where privacy-preserving CBDC helps
to resolve an otherwise rather complex problem that involves the seller’s rational potential desire
to hide information from their bank, and the merchants’ choice to accept cash or digital payment.
Agur et al., 2022 argues that households with heterogeneous preferences regarding anonymity and
security benefit from the simultaneous existence of different means of payments, i.e., cash is anony-
mous and allows buying “sin goods” (e.g., alcohol), but can be lost. At the same time deposits are
less private and more secure. Both are useful in the absence of a CBDC. The level of anonymity of
CBDC is a choice variable and CBDC may pay interest. The paper argues that in the presence of
network effects, it may be desirable to have an interest-paying CBDC that is somewhere in between
(e.g. the ECB proposed a CBDC design which offers greater privacy of small payments). Garratt
and Lee, 2021 highlights that a digital currency design that is not privacy-preserving tends to lead
to data monopolies. Their setting allows prices to depend on the type of payment instrument used,
and cash is costly to use but preserves anonymity. The main benefit of CBDC in this setting is that

it offers low-cost means of digital payments and may be welfare-enhancing despite firms producing



less valuable goods due to having less information. In Agur et al., 2024, lenders can exploit payment
data to infer the creditworthiness of heterogeneous and privacy-concerned households. Their paper
shows that data intermediaries with monopolistic power choose too little privacy compared to what
is socially optimal, which provides a rationale for privacy-protecting regulations. Also Cheng and
Izumi, 2024 explores the impact of the choice of means of payment in the context of bank lending
and CBDC under anonymity preferences. These privacy considerations are complementary and
different from the ones considered in this paper. Namely, these papers focus on comparing means
of payment that are more or less (symmetrically) private rather than on which aspects of data
should be kept private to harness the benefits of digital records without sacrificing the key benefits
of privacy for consumers.

Furthermore, this paper considers privacy concerns that arise because consumers are worried
about third parties drawing conclusions about their characteristics. These are aspects they would
prefer not to share widely, even if these characteristics have no direct impact on the bilateral
relationship between the producer/firm and the consumer. As highlighted in Jones and Tonetti,
2020 data is non-rival and firms that collect individuals’ data (e.g., their medical records) may sell it
to other parties. They show that giving individuals privacy tools and control over their data can be
closer to socially optimal. In Jones and Tonetti, 2020 as well as in Garratt and Lee, 2021 and Cong
et al., 2022 there are benefits of data sharing for producing goods that match consumer preferences
better and for innovation. While this paper does not explicitly model this consideration to maintain
the clarity of the main argument, it is worth noting that these benefits do not necessarily need to
rely on an individual’s purchase data. Similar benefits could arise when the data of total sales is
publicly observable by relevant parties, a feature that the asymmetric privacy design would allow.

There are additional privacy considerations as the firms themselves may collect data about
their customers to price-discriminate in the future, offer valuable complementary products, or
share their data without consumers benefiting from this (see e.g., Garratt and Van Oordt, 2021,
Acquisti and Varian, 2005, Calzolari and Pavan, 2006, Taylor, 2004, Varian, 1985). This literature
highlights both the costs and benefits of this. While this model does not explicitly incorporate
this consideration for the sake of clarity, note that consumer privacy-protecting means of payment
would also alleviate the negative impact of these frictions. Furthermore, the consumers could still
undo privacy (e.g., by using a loyalty card) if revealing information about past purchases from
this firm is in their interest. Consumers may also prefer data privacy to conceal their behavioral

vulnerabilities (see Liu et al., 2021),



This paper further relates to the monetary economics literature'® which considers how the
privacy features of different means of payment and record-keeping systems affect the economic
interactions between consumers and producers. In particular, it relates to Kahn et al., 2005 which
considers money as a record-keeping device, and similarly to this paper highlights that cash has
an advantage as it does not reveal the identity of the buyer, who may be more easily “robbed”
or price-discriminated against otherwise. When rationalizing consumers’ privacy preferences in
Section 5, this paper proposes a setting that builds on Kahn et al., 2005. It additionally explicitly
models the optimal arrangements for external credit and tax efficiency in an environment where
verifying sales records requires costly auditing. This helps to highlight why asymmetric privacy is
desirable to balance privacy concerns and the usefulness of data. It is also worth noting that unlike
Kahn et al., 2005 and Kahn and Roberds, 2008 credit in this paper setting will not require repeated
interactions, reputation costs, and “credit clubs”, which may add realism as the firm’s investors
and consumers in the broad economy may often be very different entities. All this further enables
us to derive some additional practical consequences for the type of external financing contracts that
are optimal to use, as well as highlight the tax benefits of the asymmetric design while reconfirming
some of the key insights of these papers in a different setting.

In addition to privacy, this paper considers that the data recorded within a CBDC system
(e.g., on a blockchain or another shared digital ledger) can be used for more efficient financial
contracting and tax optimization. The key features that these technologies enable are a reduction
(if not elimination) of verification costs (see e.g., Catalini and Gans, 2020) and some programmable
features, or smart contracts as these are referred to in the context of crypto-assets. While this paper
considers applying smart contract functionalities for raising external funds and financial contracting
as in Tinn, 2018 and Tinn, 2019, the recent literature has highlighted several other programmable
features that a CBDC could include, including delayed payments (Kahn and Van Oordt, 2022),
expiring cash for offline payments (Kahn et al., 2021), automated settlement (Lee et al., 2021).
Different forms of smart contracts in the context of crypto-assets have also been analyzed in Bakos
and Halaburda, 2019, Chiu and Koeppl, 2019, Cong and He, 2019, Cong et al., 2021b, and Gans,
2019, Gan et al., 2023 among others.

When modeling verification costs and the benefit of their reduction under digital ledger tech-

nologies, this paper builds on the large literature on costly auditing both in finance (see e.g., Tirole,

BFor broader overviews of micro-founded models of money see e.g., Ostroy and Starr, 1990 and Williamson and
Wright, 2010. For example, in Kiyotaki and Wright, 1993 money emerges as having value because it helps to overcome
the lack of double coincidence of wants across goods, and in Kiyotaki and Moore, 2018 and Kiyotaki and Moore,
2002 money helps to transact across time in an environment with lack of commitment and lack resaleable of financial
contracts. New digital ledger technologies, if widely adopted, have the potential to ease these frictions.



2010 for an overview, and seminal papers on costly state verification by Townsend, 1979, Gale and
Hellwig, 1985, Diamond, 1984), and in public economics (see e.g., Slemrod and Yitzhaki, 2002 and
Andreoni et al., 1998 for overview, and seminal papers by Graetz et al., 1986, Border and Sobel,
1987, Mookherjee and Png, 1989 Sanchez and Sobel, 1993). The modeling approach is closest to
Sanchez and Sobel, 1993. In these papers, there is a need to audit because agents have an incentive
to under-report their revenues and cash flows. A different auditing consideration features in Cao
et al., 2019 where firms have incentives to over-report their revenues. While not explicitly modeled,
these auditing considerations are likely to also benefit from the privacy asymmetric design of the
payment system.

In addition to the finance and economics literature, this paper relates to the literature in
computer science. Modeling privacy costs is at the center of the differential privacy literature,
which analyzes how to make queries from a database without revealing too much information
about individuals (see Dwork, Roth, et al., 2014 for an overview, and Abowd and Schmutte, 2019
and Schmutte and Yoder, 2022) in the context of econometric analysis. The paper will draw some
parallels between modeling privacy costs in our setting and this literature in Section 5.

Implementing a privacy asymmetric design may benefit from the use of tools like Zero-knowledge
proofs (see Goldwasser et al., 1985, Goldwasser et al., 2019, Fiege et al., 1987), and such approaches
have also been proposed in a CBDC context, for example by Wiist et al., 2022 and Gross et al., 2021.
These papers focus on the implementation of a privacy-preserving CBDC rather than developing
an economic model. Zero-knowledge proofs are also used in the context of crypto-currencies like
ZeroCoin and ZeroCash (Ben-sasson et al., 2014a and Ben-sasson et al., 2014b), and for getting
real-world data on the blockchain, e.g., by ChainLink, and in the extensions of Ethereum system.
Also, Cao et al., 2019 analyzes Zero-Knowledge proofs in an economics context.

Finally, while this paper’s narrative is built around the central bank issuing a retail digital
currency, it is plausible that another entity, e.g., a technology firm or crypto-asset community,
could issue such means of payment, especially as privacy considerations - as a driver of demand -

feature prominently in this literature (see e.g., Pagnotta, 2018 and Zhou, 2021).%°

14See the explanations of Zero-Knowledge proofs by Chainlink at https: //chain.link /education/zero-knowledge-
proof-zkp and by Ethereum at https://ethereum.org/en/zero-knowledge-proofs/ It will be also further discussed in
Section 6

15The paper also relates to broader and expanding literature on different aspects of blockchain economics, see e.g.,
Yermack, 2017, Biais et al., 2019, Cong et al., 2021a, Saleh, 2021, Halaburda et al., 2022, John et al., 2022, Benhaim
et al., 2023, Biais et al., 2023, Capponi et al., 2023a, Capponi et al., 2023b, Iyengar et al., 2023, Malinova and Park,
2023, among others including reviews and collections of articles, e.g., Fatds, 2019



3 The main model of key trade-offs: privacy concerns vs. efficient

auditing

This section presents a stylized model to highlight the main trade-off between privacy concerns
and efficient auditing. One key element which distinguishes various payment systems is the degree
of information about consumers and firms which are recorded on digital ledgers. To underscore
the consequences of this in the starkest way, assume that any information that is recorded on the
payment ledger is available to any interested third parties.

After describing the setting, the paper proceeds to analyze two opposite systems: 1) pure token
money, which could mean that payments are made in physical cash or by using a digital equivalent
which maximally protects the identities of consumers and firms and the transactions between them
- this system is called “symmetrically private”; 2) pure account money where details about all
individual purchases and funds received are recorded on a publicly available digital ledger - this
system is called “symmetrically non-private”. After analyzing these two extreme cases, this section
highlights the economic benefits of an “asymmetric privacy” design, where the firm’s identity and
funds it received (i.e., its total sales) is public, but who exactly bought their product remains

private.'6

3.1 Setting

Consider a firm which aims to produce an indivisible good or service and has a potential target
market consisting of N > 1 individuals, indexed by n. Some of these consumers derive utility from
consuming the good or service, and all consumers are aware that their purchasing decisions may
reveal information about their privacy-sensitive traits, which they dislike having outside parties
learn about. Production and trade take place on date 1, and when selling the product to the
consumers, the firm has bargaining power and chooses the product price, p. Variable costs of
production are normalized to zero for the sake of clarity.'”

Before producing, the firm needs to make a fixed investment of I > 0 and needs to raise external
financing from risk-neutral financiers to be able to produce. The financing contract is denoted by a
function ¢(.). If the firm is active, i.e., has invested, it is also liable for taxes, and the tax function

7(.) is set exogenously before the game starts. If the firm’s total realized sales, S, are not costlessly

6There would be a theoretical fourth case where data on individual purchases is public, but the firm’s total sales
are not. This case is not explicitly analyzed because it would straightforwardly be sub-optimal to the other three
cases in this setting.

17Should there be positive variable costs, the setting and related conclusions would straightforwardly extend from
total sales to net sales, i.e., sales minus known variable costs per unit.

10



Date 0 Date 1 Date 2
| | |

-
| | [ -
® Tax policy t(.) is set #The firm decides whether to e Ifthe firm is active, it ® The firm observes its realized sales, S,
» [t holds that E[1(.)]=G  invest[ and offers a contract chooses the price p. and if these records are not costlessly
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policy. taking t(.). &(.) as given. the auditing policy.

o Payments and transfers are made.

Figure 1: Sketch of the timing of events.

observable on the payment ledger, the firm self-reports R and may be audited. As in Sanchez and
Sobel, 1993, auditing is delegated to a skilled, risk-neutral, and unbiased external party, i.e., an
auditor, who can verify the value of S at the auditing cost ¢ > 0, and is tasked with choosing
the optimal auditing policy. This auditor acts on behalf of both the tax authority and financiers,
and without loss of generality, it is assumed that the financiers are the ones who pay auditing
costs, withhold taxes on behalf of the tax authority, and pass these on to the tax authority.!® It is
assumed that the government gives an active firm a lump-sum investment subsidy, denoted as G.
While the firm takes G as given, the government aims for efficiency in expectations, i.e., G is set
to be equal to the expected tax revenue. The discount rate is normalized to one.

While the full details of the setting are below, Figure 1 provides a sketch of the timing of
events. The full game is solved using the concept of Perfect Bayesian Equilibrium and the date 1
contracting and auditing problem is solved using tools from Mechanism Design. The contracting
setting is closest to Sanchez and Sobel, 1993. It also consolidates the financial contracting problem
that builds on the costly state verification literature (see e.g., Chapter 3 in Tirole, 2010, Townsend,
1979, Gale and Hellwig, 1985, and Diamond, 1984).19

3.1.1 Target Consumers

The firm’s target consumers are characterized by two parameters affecting their indirect utility. One
parameter is their appreciation for consuming the firm’s product, v, € {0,1}, indicating whether

consumer n values the product highly, or not. The second parameter reflects their privacy-sensitive

8 As this setting does not aim to model the frictions between the financial sector and the government, it is implicitly
assumed that these parties can arrange transfers among them optimally and that the tax authority and financiers
have access to the information that the auditor has collected. There would be an extra benefit of reducing auditing
costs should there be duplication of effort, and this would likely favor digital payment systems that reduce auditing
costs.

9The main difference is to consider the optimal auditing problem separately and include the presence of taxes. It
also allows probabilistic auditing.

11



traits, T,, € {A, B}. Each consumer type is therefore characterized by a pair {v,, T}, }. To emphasize
pure privacy concerns, assume that consumers’ privacy-sensitive traits are not directly relevant to
the firm, which is solely concerned with its sales, promises to external financiers, and tax obligations.

Assume that the conditional probability that a consumer n values the firm’s product highly is
Pr (v, = 1T,) = 27, for T,, € {A, B}, (1)

where 0 < z7, < 1, and consumer valuations for the product are conditionally independent,
i.e., for any pair of consumers n and k # n, it holds that the conditional joint distribution
Pr (vn, vg| Ty, Ti.) = Pr (vn|Ty) Pr (vi|Tk). Without loss of generality, consider that z4 > zp, such
that the consumer types with T, = A are more likely to value the firm’s product highly.

The prior probability Pr(7,, = A) = qa, and Pr(7,, = B) = 1 — q4, where 0 < g4 < 1, and
the distribution of privacy-sensitive traits is independent across consumers. These distributional
assumptions imply that the unconditional probability that a consumer values the product highly
is

Pr(vp,=1)=quza+ (1 —qa)zp==% (2)

and the unconditional preferences for the good are also independent across consumers, i.e., Pr (v,,vg) =
Pr (v,,) Pr (v,).2°

At the same time, it is crucial to note that this distributional setting implies that know-
ing a consumer’s preference for the good would reveal information about their privacy-sensitive

traits. For example, consider a consumer with {v,,T,} = {1, A}. By Bayes’s rule, it holds that

Pr (T, = Alv, =1) = Pr(vnzlg&jf:)f;r@":m = 244 > gy, ie., if an external party observes this

consumer values the product, it would consider the consumer more likely to have privacy-sensitive
traits, A.

The firm is aware that the willingness of its target consumers to buy the product may be
influenced by their desire to keep their personal type, T, private. Denote consumer n’s purchasing

decision as

) 1 if consumer n of type {vy,T,,} buys 3)
n,Tn = .
fonTn) 0 if consumer n of type {v,,T,} does not buy

To develop the intuition, the results of the main setting in Section 4 consider that consumers follow

pure strategies and by, 7, also represents the consumer n’s strategy there. Section 5.1 extends

2By the law of total probability Pr(v,,vy) = Y orn—ia,By 2o, PT (Tn, Tk) Pr (v, vk Tn, Th) =

>t —1a,B) 2omy=1a,5) LT (Tn) Pr(Tk) Pr (vn|Tn) Pr (vk|Tk) = Xop, —ga py Pr (Tn) Pr(valTn) Yoq, —1a, 5y Pr(T) Pr (ve|Tk) =
Pr (vn) Pr (vg).
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the analysis to mixed strategies by consumers, and mixed strategy oy,, 1,1 denotes the probability
that the consumer uses pure strategy by, 7,1 = 1. The belief set B refers to equilibrium beliefs
about the strategies used by consumers.

Let V (vn, Ty bjon 1) B) represent the indirect utility of a consumer n whose type is {v,, T}

and makes a purchasing decision by, 7.y, and assume that

vy —p—€B | L(Q,B) |vy, T, b =1] ifb =1
Vv (Umeb{vn,Tn}QB) _ n — P [ ( )’ nydn {'UnyTn'} ] {vn,Tn} ’ (4)
—eE [E (Q, B) |vp, Th, bivn. Tp} = O] if by, 1,3 =0
where p is the price charged by the firm, ¢ > 0 is a parameter capturing the importance of privacy
concern, and L (2, B) reflects learning about the consumer’s privacy-sensitive traits. The latter
in turn is determined by the information set €2 regarding the level of detail about consumer n’s

purchases recorded on the digital payment ledger and beliefs, 5. Learning about the consumer’s

privacy-sensitive traits is given by

Pr (T,|Q,B) Pr(T,|Q,B)
Pr(T,)  Pr(T,)

L(Q,B)= (5)
where T;, refers to privacy-sensitive traits that are different from consumer n’s traits, i.e., if T, = A
then T;, = B, and vice versa.

While the main setting assumes the given functional form of indirect utility and privacy loss,
Sections 5.2 and 5.3 will present a model in which this indirect utility emerges endogenously and
draw parallels of this formulation to common privacy measures in the differential privacy litera-
ture. The essence of the assumed indirect utility, as defined in (4), is as follows: In the absence
of privacy concerns (¢ = 0), the demand the firm faces from consumers is standard. Each con-
sumer will purchase the product only if their consumption value for the product exceeds the price.
The term L (€2, B) highlights that any decision to buy or not may reveal information about their
privacy-sensitive traits to external parties, and privacy-concerned consumers dislike this possibility
of revealing information. By (5), the equilibrium effect of learning is evaluated using Bayes’ rule
and relative to the prior, and consumers would prefer external parties not to learn anything about
their privacy-sensitive traits and if anything be mistaken about their true traits. This setting em-
phasizes that, unlike classical models of asymmetric information, there are no ’good’ or ’bad’ types;
all privacy-concerned agents simply prefer not to reveal unneeded information.

Finally, the firm sets the same price, p, for all consumers.?! Consequently, in its interactions

21 As discussed in the literature section, price discrimination between the firm and its buyers can have both negative
and positive consequences, and these considerations are not incorporated for the sake of clarity.
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with consumers, the risk-neutral firm sets p to maximize its expected total revenues from sales

N
Np> bio, 1,31 B

n=0

E (6)

taking the demand and payment recording system as given.

3.1.2 Firm’s Interaction with Financiers and the Tax Authority

These interactions involve solving the Mechanism Design Problem for optimal auditing and financial
contracting. Consistently with the Perfect Bayesian Equilibrium of the full game, consider that all
relevant parties, i.e., the firm, financiers, the tax authority, and the auditor, have the same beliefs
about the distribution of potential sales s at date 0. However, depending on the payment records
system, the outsiders to the firm may not costlessly observe the realized sales, S, which will be
observed by the firm at the time the contracts are settled on date 2. To simplify notation and allow
for generality in this part of the problem, consider s as a discrete random variable with a probability
mass function Pr(s = ) = hg and the cumulative distribution function Pr(s < §) = Hg. Naturally,
this distribution is endogenous in equilibrium as it depends on the anticipated outcome of the game
between the firm and its consumers on date 1. From (6), it must hold that S is proportional to
the price and the number of consumers who buy the product, implying that the support of this
distribution is s € {sg, s1,...,Sn}, where so =0, s, = np, and sy = Np.

It is useful to define some further simplifying notation and impose some realistic constraints.
Recall that this setting assumes that tax policy, 7s = 7 (s), is a function of potential sales and has
been set before the game starts. When raising external financing to cover its investment cost, I,
the firm can aim to pledge its potential after-sales revenues, s — 7 (s), and the contract it offers to
risk-neutral financiers is denoted as a function ¢ (.). For analyzing efficient auditing, it is useful to
define the total obligations of the firm to these external parties as ps = ¢ (s) =7 (s)+ ¢ (s — 7 (s)).
As standard, it is assumed that a firm that sells nothing is not liable for taxes, i.e., 7 (0) = 0, and
there is limited liability, i.e., the firm’s total obligations cannot exceed its revenues, p; < s. To
keep the setting both general and realistic, assume that the tax function 7 (.) is strictly increasing
and conjecture that the financing contract with external financiers, ¢ (.), is weakly increasing.
This implies that the firm’s total obligations, ¢ (.), are strictly increasing in s. Further assume

that the total obligations function does not have too large upward jumps/is not too convex, i.e.,

Pst1—Ps (s+1)(N—s+1)
Ps—Ps—1 — (N—s)s

for any s. Note that this condition holds for any total obligations that are

linear or weakly concave in s, including proportional taxes and typical financing contracts like debt
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or equity.?? As taxes could be convex (progressive), this formulation allows for this possibility and
simply requires that the resulting ¢ (.) is not too convex. This constraint on ¢, is sufficient, but
not necessary, to guarantee the uniqueness of the solution to the optimal auditing problem.

The finance and taxation literature share insights on auditing efficiency and incentive-compatible
reporting. One key insight is that, without an observable recording system for realized sales rev-
enues, S, both implementable taxation and constrained efficient financing contracts cannot rely
on self-reporting. Unless the payment technology makes the realized sales revenues observable to
parties who need to know, there is a need for auditing. Namely, the firm chooses to make a report,
denoted as R, after observing its sales revenues S, and this report may differ from actual sales.
As in Sanchez and Sobel, 1993, there is an unbiased auditor, who takes the function ¢ (s) as given
and chooses the auditing policy v (R) = 7g, i.e., the probability that report R is audited. There
is a penalty for under-reporting, and the penalty rate, m > 0, is set outside the model (e.g., by
law), and there is no reward for over-reporting. Namely, if the firm is audited, has sales S and has
reported R it pays

R+ (L+7) (s —¢r) if S <R
prif S>R

(7)

The auditor acts on behalf of both the tax authority and financiers, and the auditor chooses
vr to maximize the expected payments to these external parties net of auditing cost, the optimal
policy must solve

maxE [® (R)],

where expected payments conditional on the report, R, are

®(R)=E[pr+ (1+7)vr (ps — ¥r) — cYr|R], (8)

and this optimization is subject to the firm’s optimal reporting decision, i.e., for every S it must

hold that reporting R is not more costly for the firm than any alternative report, R’, i.e.,

or+ (14 7) VR (ps — ¢r) < ¢r + (14 7) v (05 — pr) for any R # R.

It is further assumed that the auditing cost ¢ € (O, (11_‘;751\,}, which guarantees that auditing is not

prohibitively expensive. Assume without loss of generality that financiers are the ones who pay the

auditing cost, collect all payments, and pass on the tax revenues to the government, and denote

ZAS Pas1 4+ 0a1 — 20: <0 & % <1 and % > 1 for any s.
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the expected tax revenues with
E,=E[E[rr+ (1+7)vr (s — r) |R]] -

The firm also negotiates the financing contract, ¢ (.), before it produces. It takes the auditing

and tax policy as given and aims to maximize its expected profits
E[S|-EE[¢(R—7r)+ (1 +m)vr (¢ (S —7s) — ¢ (R—17r))|R]| - E-,
subject to the auditing policy, vgr, and the financier’s participation constraint
E[E[¢p(R—7r)+ (1 +m)Vr(¢(S—75) =0 (R—7r)) R+ E; 21 -G+ E; + cE[vyg].

The last inequality simply requires that financiers accept the contract only if the expected payments
they receive exceed the funds they lend, i.e., the funds needed in excess of the investment subsidy

G, and pass on to the government and the auditor.

3.1.3 Equilibrium Conditions

The solution method uses backward induction and the concept of Perfect Bayesian Equilibrium
(PBE), which requires both sequential rationality and consistency of beliefs. Throughout the
analysis, it is assumed that the firm has full bargaining power. The results in Section 4 will only
consider pure strategies for the game between consumers and the firm. The belief structure is
rather simple: each consumer type {v,,T,} is either believed to buy the product for sure, or not.
All agents are assumed to share the same beliefs. The extension to mixed strategies is considered
in Section 5.1.23 It must also hold in the equilibrium that the realized sales at date 1 are equal to
consumers’ purchases N
S=NpY b1}
n=0
and this will endogenously determine the distribution of sales, hs, and H, that will be correctly
anticipated on the equilibrium path. The date 0 auditing and financial contracts solve the problem
specified in Section 3.1.2.
Finally, the taxes are set to implement the efficiency condition E, = G before the game starts.

The welfare criterion used is the joint surplus of the firm and consumers as this setting considers

23Gee also Supplementary Appendix B.2 that considers all belief structures under pure and mixed strategies in the
non-private payment system and derives belief structures that are consistent with PBE and the PBE that exist.
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a partial equilibrium. Furthermore, as taxes paid by the firms are equal to the transfers to the
firm, the tax policy does not affect investments and joint surplus directly. However, it may affect

optimal auditing and financing contracts.

4 Results: The Trade-Off and Asymmetric Privacy

Before equilibrium analysis, note the frictionless benchmark: all projects with I < NZ are worth
pursuing. Provided this, the expected joint surplus between the firm and consumers is JSbenchmark —
NZ—1, and this surplus is tax-neutral because expected taxes from the firm equal the government’s
subsidy. Auditing costs do not affect the first best, as auditing is only needed due to reporting

frictions.

4.1 Symmetric Privacy of Payments Data, i.e., Traditional Private Cash-Based
System

Suppose that consumers use physical cash (or an equivalent privacy-preserving digital token money)
to buy the product from the firm. As these transactions do not reveal information about the
consumer’s character type to third parties, the following lemma characterizes the outcome of the

interaction between the firm and consumers:

Lemma 4.1. Provided that the firm is the one setting the price and will only operate when it makes
non-zero profits, there exists a unique Perfect Bayesian Equilibrium (PBE) in pure strategies in the
product market where all consumers with v, = 1 buy the product, and none of the consumers with
v, = 0 buy the product The firm sets the price p = 1.

The firm’s sales S = Z bivon, T} = E vy, distribution is Binomial (N, 2), i.e.,

e EED A )

hs = griN =9

where S € [0,1,...,N], E[S] = Nz, where z is defined in (2).

Proof. As there is no digital data that could be used to make inferences about consumers’ char-
acter types, their indirect utility in (4) is the same for any character type T, i.e., by, 1,3 =
biv,}- It follows that V/ (vn,Tn,b{van};B) =V (vn,b{vn}), where V (vn,b{vn} = 1) =wv, —p, and
|4 (vn, biv,} = ()) = 0. As only consumers with v,, = 1 are willing to buy the product at any positive

price, it is optimal for the firm to only sell to these consumers and to extract all consumer surplus
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by setting p = 1. The equilibrium sales distribution then follows from distributional assumptions

in Section 3.1.1 as each target consumer buys with unconditional probability Z. O

The product market equilibrium in Lemma 4.1 is standard: consumers are willing to buy the
product as long as the price is no higher than their consumption value from the product. It is
optimal for the firm to only sell to consumers with high valuations and to extract all consumer
surplus. The frictions in this environment arise due to taxation, fundraising, and auditing costs.

Building on Propositions 1-3 in Sanchez and Sobel, 1993, the optimal auditing policy takes the

form?24

L {fR<R
YR = bt _ P (10)
Oif R>R

and it is optimal and incentive compatible for the firm to report

R = ? 5= I? . (11)
RitS>R
That is, there exists an auditing threshold below which the firm’s reports are optimally audited
with a positive probability, while the highest reports are not necessarily audited. Consequently, it
is optimal for the firm to report truthfully whenever its realized revenues are below this threshold
and to report the minimum non-audited outcome when its revenues are higher.

While the full proofs do not need to be replicated, some key elements of the proof are worth re-
emphasizing. First, it is never optimal for the firm to report R > S, as by (7) there is no reward from
over-reporting and it leads to higher costs for the firm. Second, it is not optimal to set the auditing
probability yg > H%’ as YR = H% already ensures that the firm prefers to report truthfully.

Specifically, the difference between reporting R = S and R < S is (¢s — ¢r) (1 — (1 +m) v (R)),
1

which is non-negative whenever v (R) < 1=

as @ (.) is increasing. Thus the firm would already

1

weakly prefer to report truthfully when audited with a probability of T

and auditing more
frequently would only increase auditing costs. Third, it is easy to verify that given the above
auditing policy, the firm cannot do better than to report according to the above-stated reporting
policy (11). Finally, because there are greater gains from under-reporting a greater amount if the
firm is not audited, it is intuitive that lower reports are the ones that need to be audited more

frequently.

This implies that the optimal auditing policy boils down to the question of whether it is some-

24The only minor difference in this context is that Sanchez and Sobel, 1993 consider continuous distribution, while
this paper considers a discrete distribution.
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times optimal to tolerate some under-reporting at the highest sales outcomes instead of inducing

truth-telling for all S7

Lemma 4.2. The optimal auditing policy sets the auditing threshold

= — 1 - HR*I C

R :maX{R€Z+|(4pR—ngl) P 20}, (12)
the threshold R* is unique and weakly decreasing in c.
Proof. See Appendix A.1. O

Lemma 4.2 states that the optimal auditing policy is uniquely determined for any ¢ (.) that
satisfies minimal and realistic conditions (increasing and not too convex). The optimal auditing
threshold, R*, is a positive integer equal to the highest value R for which the marginal extra
revenues for the tax authority and financiers, multiplied with the inverse hazard rate, exceed the
effective auditing costs. Lemma 4.2 also re-emphasizes insights from previous optimal taxation
literature - when auditing costs are high enough, it is optimal to tolerate some non-compliance and
tax evasion at higher revenues.

In what follows, consider that the auditing policy is always optimally set and denote the total
funds raised under the optimal auditing policy with ® (R*), where the function ® (.) is defined in
(8) and expressed in simpler form using (10) and (11) in (17) in Appendix A.1. It is also useful to
define two additional thresholds:

Corollary 4.2.1. There is an optimal auditing threshold R: that is needed for covering the firm’s

tax obligations only, given by

— — 1—HS_1 C
R:={ReZ" —TS— — >0,, 13
T { | (s — T5-1) hot o r 2 } (13)

and an optimal auditing threshold R}, that corresponds to the firm pledging all its audited revenues

to external parties, i.e., corresponding to the situation where ps = S for any S < R}, given by

— = 1—HS,1 C
* = 7+ — > . 14
Ro={Rezf P 0 - >0 (14)

The optimal auditing thresholds satisfy R < R* < R, < N.

Proof. Follows from Lemma 4.2. See also Appendix A.1. O

Corollary 4.2.1 shows that there is a minimum auditing threshold, R7*, already needed for tax

collection. As the tax policy is set exogenously, it may not have been designed to minimize auditing
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costs. Auditing required for tax purposes may also benefit external financiers. Consequently, the
financing contract that the firm offers, ¢(.), may or may not affect R*. Corollary 4.2.1 also
highlights that when R7* < R7* < N, there may be some anticipated and optimally tolerated tax
evasion, i.e., when 7 (.) is increasing for revenues that exceed R*. Note that the firm must have
at least enough expected revenues to cover its tax obligation. However, as there is a government
investment subsidy, G, that an active firm invests in the project and which covers E7 in equilibrium.
The threshold Rm* is useful for identifying the maximum investment cost that could be covered in
this environment.

The following lemma and the associated corollary explore the conditions and financing contracts
(that satisfy limited liability) under which raising external financing to cover I > 0 is feasible and

the the firm can operate.

Lemma 4.3. The conditions for raising external financing and optimal contracts are the following:

1) There exists a threshold for the auditing cost

z

N3 1

¢ < Cmin = (1 +7T) (TN - 7—Nfl)

which determines whether the optimal contract is debt-like or there are many equivalent optimal
financing contracts. When this condition holds, it is always optimal to audit all but the highest
report, i.e., R* = R* = R, = N.

2) The firm can raise external financing as long as its investment cost,

c

T S jsymm,privacy — P (R:’(n) _ HR* 1 . n ,
m s

where R, is defined in (14). When I = I[SY™™MPr0Y qnd ¢ > cpin, the only optimal contract is
a debt contract where ¢ (S —71s) = S — 75 for any S < R, and ¢ (S —75) = R}, — Tr: when
S > R,

3) When 0 < I < [Symm-privacy gnd ¢ > ¢, is high enough, it remains optimal for the firm to
offer a debt-like contract®® to reduce the equilibrium auditing threshold R*.

4) When 0 < I < ISY™m-Privacy gnd ¢ < cpin, there are financing contracts (including simple debt

and equity) that are feasible and optimal.

25Because sales and thresholds are integers, there can be a few equivalent debt-like contracts that are equivalent.
This is just a consequence of rounding. See Appendix A.2.
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5) The firm’s expected profit is

symme_privacy C

H :NZ_I_HR*—lﬁ’
s

where R* is the auditing threshold under the best debt contract. When ¢ < Cmin, then

_c
147

symme_privacy
CSCmin

I =Nz—-I-(1-2")

Proof. See Appendix A.2. O

Lemma 4.3 highlights the known insight that high enough auditing costs favor debt contracts,
because under debt contracts auditing is only needed at low outcomes. At the same time, auditing
costs also prevent all optimal investments from being undertaken. For later analysis, it is also
worth noting that auditing costs just need to be small, but not necessarily zero to enable a broad
set of financing contracts to be optimal. This is because tax policies, which are exogenous to the
model, tend to have non-zero marginal tax rates. When auditing cost is small, it not only helps to
reduce tolerance for tax evasion at the highest revenues, but also widens the set of optimal financing

contracts which benefit from auditing that is needed for taxation purposes.

Corollary 4.3.1. When 0 < I < [symm-rrivacy - and ¢ < ¢pmin, the optimal financing contract can

be expressed as a simple equity contract that sets ¢ (S — 75) = ¢ - (S — 7g) for any S, and

_ I-G+ (1-2N) <
QbE: _( < )1+7T <1.
Nz—E,

This corollary helps to highlight some key effects that are also present in Lemma 4.3. Higher
auditing costs force the firm to pledge a greater share of their revenues. Naturally, the taxes also
increase the equity that the firm has to offer to the investors.26

As lower auditing costs reduce optimal tax avoidance, it further enables the government to set
lower taxes to collect the same expected revenues. To illustrate this, assume that the taxes are
proportional, i.e., 7s = T - s, where T is a constant. When the auditing cost is low, i.e., ¢ < cpin =
(I1+m) ?ﬁ, the tax rate that covers the cost G in expectations is T = ﬁ = %, and no one
firm has incentives to avoid taxes. In contrast, when c is high and the optimal auditing threshold

R* < N, the tax rate that covers the cost G in expectation is 7 =

G —
Pr(S<R*)E[S|S<R*|+R*Pr(S>R*)

26While the negative effect of taxes is offset by the corresponding investment subsidy in this setting, this is due
to the assumption that taxes collected from the firm are distributed to the firm. Should the tax revenues be shared
with other agents in the economy, the negative tax effect would dominate and there would be additional real and
distributional effects.
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G
E[S]—Pr(S<R*)E[S—R*|S>R*|’
firms whose revenues are higher than R*.

which is clearly higher and comes with optimal tax underpayment by

For comparisons with the later setting, the following proposition holds.
Proposition 4.4. Investments that can be undertaken must satisfy

c

I< Isymm,privacy = Nz— Haz,
- Rr—14 +
and the joint surplus between the firm and consumers is
, c
Jgsymm-privacy _ Nz _ [ _ =, ,
B=l1 47

where the optimal R* is defined above.

Proof. By Lemma 4.1 the consumer surplus is zero, which implies that the joint surplus equals the

firm’s profit given in Lemma 4.3. O

4.2 Symmetric lack of privacy of payments data, i.e., publicly shared records

Let us consider the other extreme, where all payments are recorded on an observable digital ledger,
and there are digital records of every consumer’s purchase of the good/service produced by the
firm.

A common argument among the skeptics against a central bank digital currency is that it violates
individual privacy. This section highlights that this consideration indeed has a real negative impact
on the firm-consumer relationship even when the consumers’ privacy sensitive traits are not of direct

interest of the firm. Let us start again from the equilibrium in product market.

Lemma 4.5. Provided that the firm is the one setting the price and will only operate when it makes
2(1-%)

za—2B)’

non-zero profits, and 0 < e < % 0 there exists a unique Perfect Bayesian Equilibrium (PBE)
in pure strategies in the product market where all consumers with v, = 1 buy the product, and none

of the consumers with v, = 0 buy the product. The firm sets the price

and the firm’s sales, S, distribution is Binomial (N, %), i.e., hg = S,(NLLS),ZS (1-— Z)N_S, where

S €[0,p,....,pN], E[S] = pNz, where z is defined in (2).

If e > % : éil__j;) there is no PBE in pure strategies where the firm operates.
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Proof. See Appendix O
Proposition 4.6. Investments that can be undertaken must satisfy

A — ZB

(1-2)

I < Ino,pri'uacy — N7 — Ne

and the joint surplus between the firm and consumers is

(24— 28)° qa (1 — qa)

Jgne-privacy — Nz _ [ _ 9Ne¢
Z(1-2)

Ezxternal financing can be obtained under a wide set of contracts including simple equity,
Proof. See Appendix A.3 and Supplementary Appendix B.2 O

Lemma 4.5 and Proposition 4.6 highlight that privacy considerations create distortions in the
product market, necessitating firms to offer discounts when consumers play pure strategies to
compensate them for the negative effects of third parties learning about their private traits. This,
in turn, reduces the firms’ profits and joint surplus.

At the same time, public records of individual purchases enable firms to have better access to
external financing and multiple financing contracts, as there are no auditing frictions. Proposition
4.6 further indicates that the interaction between the firm and its consumers may break down when
€ is high. In such cases, there are still PBE in mixed strategies (see Section 5.1). However, mixed
strategies maintain a similar trade-off, as they imply a loss of revenue due to the firm losing some
customers who strategically do not buy to maintain their privacy.

Proposition 4.6 also shows that there is under-investment compared to the first best. Addi-
tionally, as the firm in this setting cannot price-discriminate between different consumer types,
consumer surplus is not zero, and privacy considerations affect different consumer types differently.
Inefficiencies are higher for firms with a larger target market, NV, and a more diverse consumer

base, i.e., when the difference between z4 and zp is larger.

4.3 The trade-off under symmetrically private versus symmetrically non-private

payment systems

The comparison between JSSYmm-Privacy with JSno-rrivacy jmplies a trade-off between the usefull-
ness of the digital data in mitigating financing frictions and the firm’s losses of revenues. Which
environment is better, depends on the verification cost, ¢, and the importance of privacy concerns,

which in turn depend on € and the difference in consumers propensity to buy (z4 — zp), i.e., how
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diverse the firms target consumers are. It is also worth noting that .JSme-Privacy _ jgsymm-privacy —

2
Hpe 177 —2Ne (ZA‘Zg()lﬁg)(l‘qA) is more likely to be negative (which implies that a payment system

that does not preserve privacy is worse) if N is higher: the monitoring cost H R*—171¢= is bounded,

while the importance of privacy concerns increases linearly with the size of the firm’s target market.

4.4 Asymmetric privacy of payments data/P-hybrid CBDC

Suppose that there is a digital payment system such that the firm’s sales data are digitally recorded,
while the individual’s purchasing decisions are not associated with their identity (the possible ways
to create and implement such P-Hybrid CBDC is discussed in Section 6). This setting is not
devoid of secondary effects on privacy, but these are greatly mitigated. Namely, there is still some
learning about consumers’ character types as aggregate sales data still enables learning about the
prevalence of different consumer types in the population. Furthermore, when the target population
of the firm’s product is small, rational consumers are aware that their decision to buy or not to
buy affects the aggregate sales, which affects their willingness to pay. However, as their individual
decisions are no longer recorded, these effects are much smaller and become insignificant when N
is large. At the same time, this system still enables frictionless contracting between the investors

and the firm, and more efficient tax collection.

‘s N . 2(1-%)
Proposition 4.7. Whenever 0 < e < 5 Ga—zp)

, there exists a unique PBE in pure strategies
where all consumers with v, = 1 buy the product, and none of the consumers with v, = 0 buy the

product. The firm sets the price
ZA — ZB

=1-——2 ==
P 6Nz(l—z)

Investments that can be undertaken satisfy

I < Iassym,privacy =Nz — GZA —*B
N (1-2)

and the aggregate surplus is

(24— 28)° qa (1 — qa)

assym-privacy __ Nz—T—-2
79 ’ T 1)

1 zZ(1-2)
Whenever, € > 5 - «

NGazen) there is no PBE in pure strategies where the firm prefers is active.

Proof See Appendix A.3.
The stark difference between Proposition 4.6 and 4.7 is that whenever N > 1, all distortions

of privacy concern are mitigated, and therefore the outcomes under this setting always welfare
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dominate the outcomes under no privacy. Furthermore, as N — oo, the necessity of the firm to
offer discounts disappears. This highlights that a privacy asymmetric CBDC, if widely adopted,
enables frictionless financing contracts, while it limits the drawback of unnecessary information

being recorded.

5 Extensions of the basic model

5.1 Consumers using mixed strategy for privacy

Sections 4.2 and 4.4 analyzed the real effects of privacy concerns by focusing on pure strategies.
The Supplementary Appendix B.2 derives all PBE in pure and mixed strategies. It proves that
in addition to the pure strategy equilibrium that only exists when privacy concerns are not too

2(1-%)
(24—2B)

pressing, (i.e., when € < % . ), there exists PBE in mixed strategies for any value of €. These
equilibria differ from the one analyzed above in that some consumers who value the product do not
always buy it. Namely, at least the consumer type {v,, T,,} = {1, A} buys the good with probability
o < 1 and is believed to do so on the equilibrium path.

Proposition B.5 the th Supplementary Appendix B proves that the welfare-dominant PBE in this
class requires that consumer type {vn, 75} = {1, A} buys the good with probability o = 4, while
the type {v,,T,} = {1, B} always buys the product, and the types {v,,T,} = {{0,A},{0,B}}
never buy it. This randomization strategy allows the consumer type 1, A and all other consumers
to perfectly hide their type, and the firm optimally sets the price at p = 1.

The Supplementary Appendix B.2 further shows that there exists a continuum of similar mixed
strategy equilibria, where p = 1, the type {v,,T,} = {1, B} buys the product with probability
01,5 € (0,1], and the type {v,, T} = {1, A} buys the product with probability o1 4 € 01732—2. The
Supplementary Appendix also includes the proof that these mixed strategy equilibria and the PBE
in pure strategies in Lemma 4.5 are the only PBE with p > 0 in this game.

While the firm does not need to offer discounts, there is still a welfare loss as the expected
total demand is lower. Namely,the firm’s profits and the joint surplus are at most Nzgp — [ =
NZzZ—Nqa(za—zp)—1I. Consequently, there are still welfare losses and under-investment compared
to the first best. Furthermore, it holds that Nz — I < JS™°PTve% defined in Proposition 4.6
whenever the PBE in pure strategies exists, and thus the PBE with discounts welfare dominates

the one with mixed strategies whenever it exists.?”

27 : no-privac (za—2 )2q (1—ga) — _ 1 1 z(1—%2) .
To see thls(7 no;ce Nzp — 1 < JS™P Y & 26% <Z=2B= €< 5UZqa) Gazsn)’ which holds
1 3(1—%
for any € < 3 Gaien)
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A key message from this analysis is that interacting with privacy-concerned individuals whose
purchase of a particular product is public information implies losses for a firm, either via offering
noticeable discounts or via accepting to lose some consumers who may have an incentive to alter

their consumption behavior.

5.2 Micro-founded rationale for assumed privacy preferences

As in the main model, consider that consumer n has privacy sensitive traits 7, € {4, B} and may
derive utility from consuming an indivisible good.
Denote the purchasing decision of the consumer with b, 7, € {0,1} and assume that the con-

sumer n has quasilinear preferences, i.e.,

Un(bn,Tn) = un(bn,Tn) + my,

where m,, is the monetary value of consumer n’s other consumption and assets held, and w, (b, 1,,)

is the consumption value of the product for this consumer. Assume that

un(1) > 1 if the consumer n likes the product
Un, (bn,Tn) = .
un, (0) otherwise

There is a potential “thief” who aims to rob all agents, and the success of the theft depends
on both the victim’s type and the thief’s type. The thief is specialized in targeting either types A
or types B, and not both at the same time. Namely, the theft will fail when targeting the wrong
type (e.g., suppose that the “thief” is an airline company, and the good is a dinner at an expensive
restaurant, which may indicate an opportunity to charge a higher price from a consumer who seems
willing to spend at restaurants and for traveling; but if the consumer is not interested in traveling,
the attempt will not succeed). The probability that there is a thief is z, and the thief can be of
type T'= {A, B}, with both thief types being equally likely. Denote the event

1 if there is a thief that targets the consumer type T, =T
XT,,T = .
0 if there is no thief, or T' # T,, as the thief does not have the matching type

The budget constraint of the consumer n is

Wy = an,Tn +my — XTn,T(Sn,T;
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where w,, is the wealth of consumer n and 7 is the amount that the thief of type T will choose to
steal from consumer n.

Assume that robbing is costly, and robbing more is increasingly costly, i.e., trying to rob an
amount 0 from one person costs £(d), where £(0) = 0, " > 0, and " > 0. For the sake of argument,
assume that the cost of theft is quadratic x(8) = k362

First, suppose that the thief knows nothing apart from the prior. To decide the optimal amount
to be stolen, a type T thief tries to steal the same amount from all consumers, i.e., 6,7 = o7 for

all n, and he/she chooses dr to maximize

Pr(Ty, = T)or — g(aT)%

which implies that the optimal amount stolen is dp = w, and the total amount stolen is

N&(Pr(T, =T))>.

The consumer anticipates the optimal robbery decision, and his/her expected indirect utility is

un(1) +wp —p— 5-Pr(T, =T) ifby7, =1
Vo = .
un(0) +wy, — 5= Pr(T, =T) if b, 1, =0

Normalizing u,(0) = —wy, + 5= Pr(T, = T'), and u,(1) = u,(0) + vy, this corresponds to

v, —p ifb,7, =1
Vi, = .
0 it by, =0

Now consider that the thief observes whether the consumer bought the product, or not, and
the purchasing decisions reveal information about 7T, as in the main setting. The optimal amount
stolen can now be conditioned on the purchasing decisions, and when choosing the amount to be
stolen from consumer n, the thief solves

K
Pr(Tn = T‘bn,Tn)én,T - 5(5n,T)27

Pr(Tn=T|by,1,,)

which implies that the optimal amount stolen is d, 7 = -

The expected indirect utility of the consumer who anticipates this is now

v Un(1) +wp —p — 5= Pr(T,, =T\by1, =1) ifby1, =1
n — 5
un(0) + wp, — 5- Pr(T, = T'|bp,1, = 0) if b, 1, =0
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and using the same normalization for the model’s parameters

v Up — P — 2% (Pr(T, =T\byg, =1)—Pr(T,=T)) ifb,1, =1
—% (Pr(Tn = T‘bn,Tn = O) — Pr(Tn = T)) if men =0

Furthermore, using that Pr(T,, = T') + Pr(7,, = T') = 1, it holds that

Pr(Tw=T|by)  Pr(Tn=T|bn) _ Pr(Tn=T|bn)—Pr(Tn=T)
Pr(T»=T) Pr(Tn=T) =~ Pr(Tn=T)Pr(T,=T)

Replacing Pr(7,, = T|b,) — Pr(T,, = T) to the above, and defining the privacy preference

parameter as

€= ; Pr(T,, = T) Pr(T, = T),
K

we obtain the assumed indirect utility in the main setting, see 4 for the case where the information

set 2 includes observing every individual’s purchases, and

Pr(Tn=T|bn1,=1) Pr(Tn=T|b, 1,=1) . .
V . Un — p — € ( PI‘(Tn:T) Pr(ﬁ:T) > lf bn,Tn - ]'
n — — .
e (Pr(Tﬂ,:T|bn,Tn:1) _ Pr(Tn:T|bn,Tn:1)) ) —0
Pr(T,=T) Pr(Tn=T) n,Tn —

This extension provides possible interpretations for the magnitude of €. Privacy concerns are
higher if the success rate of theft by external parties, x, is higher and the cost of a robbery attempt,
k, is lower. Naturally, a similar derivation applies when the information external parties have about

the individual is less precise, i.e., only based on total sales as under asymmetric privacy.

5.3 Parallel with Differential Privacy

28 adopts the

The literature on differential privacy (see Dwork, Roth, et al., 2014 for a review)
following functional form of privacy concern where € is a parameter that captures how important

the privacy concern is:

(16)

| Pr (action|true_type)
eln .
Pr (action|another_type)

28The differential privacy literature focuses on a different question: how to best structure queries from a database
so that it is difficult enough to identify an individual, but still enables robust statistical inference
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Considering the case where all purchasing decisions are observed, this corresponds to:

B e

- () =)

and a linear approximation of this gives the privacy loss in the consumer’s indirect utility (4).

An important common theme to note is that this model, as well as the differential privacy
literature, considers that not only active actions (e.g., purchasing a good) but also passive actions
(e.g., not purchasing a good) can enable external parties to make inferences about individuals who
may dislike these inferences being made. The key difference is that differential privacy focuses
on adding noise to queries from an existing database. As payment systems and related financial
contracts need to involve precise data on total sales, it seems unlikely that these queries would be
designed to allow adding randomness. At the same time, there is naturally a degree of randomness
in this setting, as purchasing decisions are informative but imperfect signals about consumers’
personal traits. Furthermore, consumers themselves can obscure information by playing mixed

strategies.

6 Design of the asymmetrically private system

6.1 Transaction records

As shown in Sections 3-5 a desirable payment system features intentional asymmetry regarding
privacy, between receiving and sending money. While this system could be implemented by the
private sector, central banks may be in a better position and have incentives to implement such
a system at a scale and simply engage technology firms working with digital ledger technologies
and participants from decentralized blockchain communities to provide technology, and/or even
engage as system actors to keep some parts of the records and validate transactions. In the context
of CBDCs, we call it Privacy-Hybrid or P-Hybrid CBDC.?° In what follows, we refer to CBDC,
however, the same arguments would apply if a privacy asymmetric and commonly used payment
system emerged from the private sector.

From an ideal technological point of view, a desirable P-Hybrid CBDC could aim to make

290ur term P-hybrid CBDC should not be confused with the term ”hybrid CBDC” in e.g. Auer and Béhme, 2020,
where it means that the central bank delegates retail payments to intermediaries while remaining the issuer of CBDC.
In the case of P-hybrid CBDC the digital currency itself has a hybrid nature and treats money received and paid
differently. Our proposed system enables both ”direct” and "hybrid” CBDC as defined in Auer and Bohme, 2020, as
the central bank can manage all functions the system architecture requires, or delegate some of these functions.

29
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\
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private coins

Protects Alice’s
privacy of spending

Figure 2: Illustration of a transaction using P-Hybrid CBDC

it technologically impossible (or more precisely, statistically close to impossible) for any party,
including the keepers of the digital ledger used to associate an individual with their purchases of
coffee, groceries, alcohol, entertainment, medicine, etc. At the same time, at least the parties who
need to know should be able to observe the identity of the receivers of money, as it reduces auditing
costs and enables more efficient taxation and external financing, and why not a more efficient
implementation using “smart contracts” (i.e., incorporating programmable features).

To understand what makes the P-hybrid CBDC distinct from pure token or account money
consider an example of a typical transaction as an illustration.

Figure 2 represents a transaction and associated records between Alice and Bob’s Cafe for the
purchase of a coffee. Alice and Bob have both gained access to the P-Hybrid CBDC system and
its functionalities by creating beforehand an ID-linked account which is uniquely associated with
their identity. However, before Alice buys her coffee, she has transferred some of her money to
her “anonymized wallet” (discussion of technological possibilities on this follow in Section 6.2). No
outside parties (i.e., not Bob, not her bank, no outside eavesdropper, and not even the system
actors) are able to digitally observe and establish that it was Alice who bought the coffee. At the
same time, all those who need to do so (e.g., system actors, tax authorities, anti-money laundering
authorities, authorized firms who provide services to Bob at his consent) will observe that Bob
received the digital payment from someone who used their private coins/“anonymous wallet”. Fur-
thermore, as private coins can only be sent to ID-linked accounts, this overcomes one weakness of
physical cash and anonymous digital money as a tool for money laundering and terrorist financing.
ID-linked accounts are also useful for making it harder to use the P-Hybrid CBDC as means of

payment for other illegal goods and services.
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6.2 Tools for anonymized wallets

One straightforward way to implement asymmetric privacy and anonymized wallets is to use a
prepayment card that does not have identity data or a “name” on the card.> Such a card was
implemented in the 1990s by the Bank of Finland, called Avant card®' (see Grym, 2020). Such a
system would easily implement the key features on Figure 2, where loading money on the nameless
card protects the consumer’s privacy, while the funds received via payment using such a card could
be integrated with digital ledger technology to facilitate building on payments’ data. Of course
more contemporary technologies for cards, or QR-code-based payments would further enable inbuilt
features that only allow authorized parties to accept transactions.

Creating anonymized wallets is possible also with purely digital forms of payment systems,
which benefit from the use of blockchain (or another digital ledger). It is worth noting that many
well known Blockchain systems, such as Bitcoin, are in fact pseudonymous. The identity of the
users is not directly visible on the network, since users use anonymous addresses — the pseudonym
— to send or receive transactions. However, despite these precautions, many techniques have
been proposed to effectively de-anonymized Bitcoin users (Meiklejohn et al., 2016). Furthermore,
pseudonymous accounts would not enable to harness the benefits of reduced auditing costs, and this
can explain why much lending activity on decentralized blockchains is “over collateralized”, i.e.,
includes particularly large amounts of collateral compared to typical loans as opposed to needing
less collateral that technology enables efficiency gains allow. Another way to disassociate the digital
coin from it’s owner’s identity from is to use “shuffling services” or “mixing services”. These services
connect groups of users wishing to mix their coins together, and enables users to coordinate to make
a transaction that mixes their coins together and produces a set of new fresh coins.?? The drawback
of using shuffling services is that the level of privacy achieved is dependent on the number of users
involved in the shuffling.

A technologically more sophisticated and possibly superior approach uses ”Zero-Knowledge
proofs.” The key general idea behind Zero-Knowledge proofs is that it is a privacy tool that enables
only necessary information to be communicated. For example, it could be used by someone to

prove they know a secret code without directly communicating this code to anyone. In the context

30This idea is also discussed in Kahn and Roberds, 2008.

31Bven though Avant Card project was ultimately not successful, it cannot be considered as an indication that
asymmetric privacy is not valuable as data processing capabilities in 1990’s were considerably lower, which likely
made both privacy concerns less pressing, and did not come with a rich set of possibilities to create smart contracts
for more efficient taxation or financing. Avant card’s fee structure compared to bank cards has also been mentioned
as a reason why this early attempt for a CBDC did not succeed.

32The very first generation of such services were not trustless since it was possible for the server to steal the users’
funds. The second generation of approaches, such as CoinShuffle (Ruffing et al., 2014) are built in a trustless manner.
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of payments, the main idea is that users mint their own coin by adding them to a list of minted
coins. When they want to spend their coin, they simply provide a ZK (Zero-Knowledge) proof that
the coin they want to spend has been minted, without having to reveal which one it is. The result
is that when a coin is used, it could be anyone’s coin. This contrasts with shuffling services where
it is possible to infer that the coin must belong to the set of users involved in the shuffling at a
given time.33

Zero-knowledge proofs are already quite widely used in the context of cryptocurrencies and
cryptotokens. For example, ZeroCoin (Miers et al., 2013) and ZeroCash (Ben-sasson et al., 2014a)
were among the first Zero-Knowledge based approaches applied to blockchain. They are also used
in the context of prominent privately created blockchain and oracle systems like Ethereum and
Chainlink. While the economic benefits of a CBDC design (or another payment system’s) featuring
cash-like privacy or asymmetric privacy do not require reliance on a specific method, technological
tools enabling the preservation of crucial data by design already exist for partially or fully digital
payment systems. Moreover, one could argue that hardcoding privacy directly into a widely adopted
payment system (e.g., a successful retail CBDC) is preferable to merely trusting institutions to
maintain consumer data anonymity. Even if an institution is genuinely trustworthy in this regard,

cybersecurity vulnerabilities may still exist.

7 Conclusions

This paper argues that P-hybrid CBDC is a possible solution to the fundamental trade-off between
protecting cash-like privacy and having digital records that can facilitate regulatory compliance
and enable better financing contracts.

The paper highlights the costs of having a system which only considers one extreme. A symmet-
rically privacy-protecting payment system perpetuates existing frictions in taxation and financial
contracting due to auditing costs. Simultaneously, a non-private payment system leads to real
distortions in the consumer-producer relationship. Both are suboptimal, and determining which
one is worse depends on the comparison of auditing costs and privacy losses.

Instead, a better system involves individuals making their CBDC spending wallet private, and
such features are better built by design rather than left to an intermediary to protect. The desirable
system should have the feature that neither private sector participants nor central authorities can

track precisely how consumers spend their money. Such a design is technologically feasible in many

33More details on the potential use of Zero-knowledge proofs in the context of CBDC can be found in Tinn and
Dubach, 2021.
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circumstances.

Even though designing systems that are symmetric in privacy or lack of privacy is easier, the pa-
per gave examples how an asymmetrically private CBCD (P-Hybrid CBDC) could be implemented
using already existing tools from information and communication technology, and cryptography.
The proposed system has the potential to ensure three important properties: compliance through
the use of ID-linked registered accounts for money received and stored; reduced costs of verifica-
tion that facilitated more efficient financial contracting and taxation; and privacy, which could be
achieved through the use of Zero-Knowledge proofs, or other existing tools.

Finally, even though the paper focuses on CBDC, it is plausible that another private sector
entity or community will design such a system. Nevertheless, central banks may be well-positioned
to facilitate the design of a system that aims to maximize the joint utility of all parties, i.e., the

firm, consumers, investors, and the tax authority.
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A Proofs
A.1 Proof of Lemma 4.2 and Corollary 4.2.1

Using (10) and (11) in (8), the optimal auditing policy simplifies to

R* =argmax® (R) =E [cps 1—}—% | S < R} Pr(S<R)+¢pPr(S>R). (17)
R

This problem has a unique maximum if the difference ® (R + 1) -0 (R) changes sign at most once

from positive to negative. As ¢ (R) can be expressed as

R-1
_ c
2(R)= 32 (s~ i s+ (1),

it follows that

®(R+1)—®(R) =hy <(<PR+1—<PR) (1;5}%) a 1j7r)'

When R =0, ® (1) — ®(0) = hg (% - 1jﬂ> =1-2)" ((12)” — 1iﬂ> > 0 since ¢ < (11:;7;1\1 by

assumption and ¢ < 1 due to limited liability.
Because h > 0 for any R, it is sufficient to show that (np Ril1— ¥ R) % is strictly decreasing

in R, i.e., that

A(R) = (¢re1 — ¢R) (1;:@ — (pr—vr_1) @

<0
hRfl

for any R > 0.3* As the Binomial distribution has an increasing Hazard function, it holds that
(-Hp) _ (1-Hp,)
hRR < Thao (

see Supplementary Appendix B.1 for proof). It follows that when ¢ (.) is

weakly concave, i.e., vy + 9 1 — 205 < 0, A(R) < &f"l) (ch+1+ch_1 _2901?) < 0.

Furthermore, a sufficient condition for a unique maximum is more general and allows for some

convexity in the total obligations to external parties. As assumed in Section 3.1.2, ¢ (.) is increasing

341t is immediate that if R = 0, the firm is never audited, and no revenues are raised, which in turn makes raising
any external financing impossible.
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vp—¢n _ (RH1)(N—-R+1) .
and e < RN-F) it follows that

A(R) < (LPZR_;L:i_I) <(R+R%](VN__]3§+1) (1—=Hp)hp_y — (1= Hp_,y) hR)

 (er—vr1) [ (Be1)(N-R+1) i T N e
= = —R) SNR_1 Z SR

Sh 7 R(N
hrhr ( S P
N D = —
PR~ PR R+1)(N—R+1)  S(N—R+1
- (Rth) ~hyhp+ Y <( R%EVR) )_(](V_SH)]_g)hShR_l <0,
R S=R+1

where the derivation of the last equality used the functional form of the probability mass function

of the Binomial distribution in (9), which implies that

hs—thg S (N—-R+1)
hShR,1 (N—S+1)R
(R+1)(N-R+1)  S(N-R+1)
R(N-R) T (N=S+1)R
inequality being strict for any S > R + 1.
As A (R) <0, it holds that ® (R) is quasi-concave and maximized at R* defined in (12), which

sets the auditing threshold to the highest value that R where ® (R + 1) - (R) > 0.

(1_HR) __c
hgr 1+

The last inequality follows from > > 0 for any S > R+ 1, with this

A (R) < 0 also implies that (np Ri1— @ R) is decreasing in R, which implies that
the optimal threshold is weakly decreasing in ¢. Furthermore, A (R) < 0 also implies that R < R*
as Ypy1 — PR = Thpy1 — Tk for any financing contracts that are non-decreasing in R, as it is a
known result in the costly verification literature, and also shown to hold in Appendix A.2. Finally,
pledging all reported sales revenues to external parties implies that pp = R. As ¢ Ri1— YR <1,

A (R) < 0 also implies that R* < R,

A.2 Proof of Lemma 4.3 and Corollary 4.3.1

Given the optimal auditing and reporting policies (10) and (11), the firm’s financing contract

problem can be restated as choosing the function ¢ (.) to maximize

E[S]—Pr(S<R*)E[¢(S—7s)|S<R*]—Pr(S>R)E[¢ (R —73.)|S > R*| — E,
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subject to the auditing threshold, (12), and the financier’s break-even constraint

Pr(S<R)E[6(S—79)|S < B +Pr(S>R)E[¢(R — ) |S> R > (18)

I7G+Pr(S<R*)1+7T

It is clearly optimal for the firm to offer a financing contract that sets the financier’s breakeven

constraint to hold with equality. Using this, we can rewrite the firm’s objective function as

_ c
E[S] —I—ET+G—Pr(S<R*) o

which implies that the firm would benefit from offering a contract that sets R* to be as low

as possible to minimize the auditing costs, and all contracts that imply the same R* are payoff

equivalent for the firm.

Whenever there are positive investment costs, i.e., I > 0, the financier’s break-even constraint
(18) implies that ¢ (S — 75) must be positive at least for some values of S. Also note that the
government subsidy is sufficient to cover the payments to the tax authority. As the tax policy is
exogenous, and is not necessarily set to optimize auditing costs, it is possible that R* = R, e.g.,
because of rounding. More importantly, this is always the case when auditing cost ¢ is low enough
such that R = N, i.e., when it is optimal to audit all reports apart from the highest one. From

R in Corollary 4.2.1 we find that the condition for this is

1—Hy_ z
C S Cmin = (1 + 71') (TN — TN_1) T]\il = (1 + 7T) (TN — TN_1> m,
where we used the functional form of the binomial distribution to find that l;jvlj_vl’l = h?vf‘_’ - =
zN _ z
NzN-1(1-z) = N(1-2)°

When Rf = N, then also R* = N and and feasible financing contracts benefit from fully
audited records. This in turn implies that any financing contract that sets the financier’s breakeven
constraint to hold with equality is optimal. For example, an equity contract that sets ¢ (S — 75) =

ép - (S —75) for any S and ¢ is a constant that solves

&EE[S—TS]:I—G+Pr(S<N)1L;»

—+ T
_ _I—G+(1—hN)1j7r_I—G+(1—5N)1j7r
ET RIS —E[rs] Nz—E,

is optimal. The firm’s expected payoff under this contract is Nz — I + G — E, — (1 — éN) T =
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Nz—-1-— (1 —zN ) 1i7r, which is very close to the first best when ¢ is small, and equal to the
first-best payoff if ¢ — 0.

Note that a debt contract that sets

S—1¢if S<D
DifS>D

¢ (S —7s) =

where D solves Pr (S < D)E[S — 75|S < D]+ DPr(S > D) =1+ (1-z") T4~ is optimal as well,

because it does not affect the auditing threshold, and also sets the financier’s breakeven constraint
to hold with equality. There exist many financing contracts, ¢ (.), that take other shapes and imply
the same payoffs.

Corollary 4.2.1 also defines another auditing threshold, R},, which corresponds to the maximum
investment costs as the highest pledge per audited unit under limited liability is ¢ (S — 79) = S—7g
for any S < R},. From the financiers’ break-even constraint [5¥™™m-Privecy = & (R ) — H R —1Tim
When I = [$Y™m-Privacy the only feasible contract is a simple debt contract, where the firm credibly

pledges to pay the financier

S —7g ifS<R:n
P(S—7s) =4 _ _
Ry, — 7. if S > Ry,

m

Suppose that RX < N and 0 < [ < [5¥™m-Privacy guch that auditing costs are high enough not to
justify auditing all reports for taxation purposes only. As R* > R¥, raising external financing weakly
increases the auditing threshold. It is beneficial for the firm to pledge more funds for outcomes that
are audited. To see this note that unless the threshold does not change due to sales distribution
being discrete, offering more funds to financiers must increase the total funds raised at any fixed
threshold R, i.e., it must be the case that ® (R; OH ()) > (R; oL ()) for some contracts ¢z (.) and
o1, (.) where the contract ¢ offers greater payments to financiers. Suppose that the corresponding
optimal auditing thresholds are R}I and R}‘: and consider that the total funds raised under these
contracts are the same, ® (Rj;;¢m () = ® (R5;0L(.)) < @ (Ri;0u () — ®(Ry;00 () =
o (R*L;¢L ()) - (R*H;qsz ()) Because the left-hand side of the last equality is positive, the
right-hand side must be positive as well. As Appendix A.1 proved the change in funds raised is
proportional to a decreasing function (i.e., A (R) < 0), it follows that Rz > RE.

Therefore, to minimize the optimal auditing threshold (12), it is the best for the firm to have
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0s =Ts+ ¢ (S —715) =8 for all S < R*, and the firm offers a debt-like contract

S —71gif S < R
6(S—75) =14 ép (R —5) it S=R* ,

where ¢p € (0,1] is a constant that guarantees the financier’s breakeven constraint holds with
equality and is there because the sales distribution is discrete. The pair (R*, gz_bp) solves a system

of equations, where ¢p is set such that R* is an integer and where for any tax system it holds that

(1-(1=ép) (R" —73.)) e
a) _ I"‘HR*—lﬁ'Fzgio(S—Ts)hs
D= hR* (R*—TR*)

(19)

It is straightforward to verify that the above contract is incentive compatible and consistent
with the optimal reporting policy (11). While there exist other contracts that are payoff equivalent,
these exist just because the payoffs are discrete in this setting. For example, instead of the above

contract, the firm could offer

& (S —75) if S < R*

P(S—Ts) =4 _ )
R*—rp if S > R

where 0 < q_ﬁ’D < 1is a different constant than ¢p and leads to the same payoffs as long as it implies
the same R*.
Finally, from the above and E, = G, the firm’s expected profit under the optimal financing

contract is

symm_privacy & C

II =E[S]-]I—-Hps ;—— =Nz—1—Hp. —.

[S] R—17 1 z Re—17 1
When ¢ < ¢min and thus R* = N, it holds that Hzgzlf:mac =E[S]-1-E, - Hy17% =
Nz—(1-2") %,

A.3 Proof of Lemma 4.5, Proposition 4.6 and Proposition 4.7

Supplementary Appendix B.2 derives all Perfect Bayesian Equilibria (PBE) in pure and mixed
strategies in the product market for the setting where the payment system is such that all individual
purchases are recorded and observable by third parties, i.e., = {b{Uan}}N = {0, 1}N. Namely, it
considers all possible belief structures and identifies the ones that satisfy the requirements of PBE

and have the feature that p > 0. The requirements for a PBE are that: 1) Consumers’ strategies
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are optimal given their preferences (4) and equilibrium beliefs; 2) Beliefs are updated correctly
according to Bayes’ rule, at least on the equilibrium path; 3) The firm’s pricing strategy maximizes
its profit given the consumers’ strategies and equilibrium beliefs. The additional feature that p > 0
is needed as before trading in the product market, the firm needs to raise external financing, and
the firm also needs to raise taxes. For this, it needs to earn strictly positive profits in expectations.

Supplementary Appendix B.2 proves that the only belief structure that is consistent with PBE
in pure strategies and p > 0 is the one where the types {v,,T,} = {{1,A},{1,B}} buy the
product, i.e., by ay = by gy = 1, and the types {v,, T} = {{0,A},{0,B}} do not buy the
product, i.e., byg 43 = byo,gy = 0. The proof of Lemma 4.5 then directly follows from Proposition
B.4 in Supplementary Appendix B.2.

To prove Proposition 4.6, note that under the PBE in pure strategies and on-path beliefs
BNP-P— {b{O,A}’b{O,B}ub{l,A}ab{l,B}} = {0,0,1,1}, the information and belief structure implies

that
Pr (T, B)  Pr(Tulb,)  Pr(bn|Tn) e if b, =1
Pr(T,)  Pr(T,)  Pr(b,) (112Tn) if b, =0

where by, is consumer n’s purchasing decision. Using this, (4), and (5) it follows that the equilibrium

indirect utility V{N P TP y = (vn,Tn,b{vn’Tn};BN PP ) of different consumer types on equilibrium
path is V{JXZ}P = 4= V{](\)’g}P e V{JYZ}P =1-p—e*=—=L and V{]I“;}P = 1—pte*a=_E,
respectively. This implies that the total consumer surplus is CSNF-F = Ngy (1 — )V{O Ay T
N1 —-qa)(1—2zp) V{](\)[’];}P + NQAZAV{]}[Z}P +N(1—gqa) ZBV{]P;}P

Because auditing cost ¢ — 0, raising external funds and taxation are efficient, and the firm’s
expected revenues in the product market are Npz, and its expected profit is Npz — I.

The proof of Proposition 4.6 then follows by adding up the surpluses of consumers and the firm,

i.e., CSNP-P L Npz —1I to find the joint surplus, and from using p = 1 — 52?1 ZzB) in the firm’s profit.

To prove Proposition 4.7, note that the information set is now Q = {S} as the third parties

observe the total sales but do not observe individual purchases. From arguments akin to the ones

in Supplementary Appendix B.2, it holds that the only plausible PBE in pure strategies with p > 0

are the ones where all consumers with v, = 1 buy, and none of the consumers with v, = 0 buy

the product, i.e., the on-path beliefs are BAP*P:{b{O’A},b{O’B},b{LA},b{LB}} = {0,0,1,1}. In
N

such a case, the total sales of the firm are given by S = ) v,, which is distributed according to

n=1
N
Binomial (N, z). It is also useful to define S_,, = > vy as the demand by all other consumers
k=1,k#n

except n. S_,, is distributed according to Binomial (N — 1, z), and all agents share beliefs about
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this distribution. We can then derive learning about the consumer types from the total sales:

Pr(Tn,=A|S) _ Pr(S|Tn=A) _ Pr(vp,=1|Tn=A)Pr(S|T,=A,v,=1)+Pr(v,=0|T,=A) Pr(S|T,=A,v,=0)
Pr(Tn=A4) — Pr(S) - Pr(S)

As other consumers’ preferences are independent of consumer n’s preferences, it holds that

Pr(S|Ty = A,vp=1) = Pr(S,=5-1)= sz - (1-2)"°
Pr(S|Ty = A, v, =0) = Pr(S,=38)= gin-rogypz (1-2)" "7

Using these, distribution of S, and (2), we obtain that

Pr(T,=A|S) _ Pr(S|Th=A) _ Sza(1-2)+(N—-S)(1—2z4)z _ S(1—qa)(za—2z)+NzZ(l—2z4)
Pr(T,=A) — Pr(S) - SzZ(1-%) - SzZ(1-%) :

Similarly, we find that

Pr(T,=B|S) _ Pr(S|Tn=B) _ Szp(1-2)+(N—-S)(1—zp)z _ —Sqa(za—zB)+NzZ(1—zp)
Pr(l,=B) _ _ Pr(S) Nz(1-%) = Nz(1-%) :

We can see that when S increases, the updated probability that a consumer has a character type A

(B) increases (decreases). We can then derive the indirect utility V{AP 22 =V (vn, T, b, 135 BAP-P)

U'n7Tn} =
of different consumer types on equilibrium path as ‘/-{1871}]{3 = €Ly, V{‘g%f = —eLy, V{‘?i}f =
1—p—e€Lq and V{‘?%f = 1— p+ eLq, respectively, where
L, = E [(S_n+1)(1fq,?\)](;(i\:§)5)+N2(leA) _ *(S—n+1)CIA]£[ZZA(1*_Z§))+N2(17,ZB)i|
= (WN-Dz4)(A-ga)(za—2p)+N2(1=24) | (N=D2+1)ga(za—2p)-N2(l-zp) _ AT ZB
Nz(1-2) Nz(1-%) Nz
_ S_n(1— za—z2B)+Nz(1—=z —-S_n z2a—2B)+NzZ(1—2
Lo = JE[ ( QA)(Jsz_(I_BE)) (1-z4) _ qa( ]%E(IB—)E) ( B):|
(N-1)2(1—qa)(za—2B)+NZz(1—z4) + (N-1)zqa(za—2zp)—Nz(1—25) _ _ *A — *B
Nz(1—z) Nz(1—z) N(1-z)

Similarly to the derivations in Supplementary Appendix B.2, it must hold that 1 — e 1\??(_13) >
1Nz(1-%)

2 za—zB

ZA—ZB
ENzIz) €S

for a PBE in pure strategies to exist, and that it is optimal for the firm to

set the price p = 1—¢ Az,g‘(;fg) . It is also straightforward to verify that these strategies are optimal for

all types of consumers. The firm’s profit in this PBE is given by Nz-p—1 = Nz (1 — 61\?2(1535)) —

I, and the consumer surplus is C'SAP-F = Nga (1 — z4) V{’gf{}P + N (1—qa)(1—2p) V{AO%]{J +

Nqaz AV{?Z’}P + N (1—qa) zBV{’?ijf . The proof of 4.7 then follows by adding up the surpluses of
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consumers and the firm, i.e., CSNP-F 4 Npz — I to find the joint surplus, and p = 1 to find the

investment threshold.
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B Supplementary Appendix

B.1 Proof of increasing Hazard function of Binomial Distribution

Claim B.1. Suppose that S ~ Binomial (N, z). It holds that

hs hs—1

. 2
1—HS>1—HS_1 (20)
Proof. The inequality (20) can be rewitten as follows:
hg hs—1
S S—1 ’
1—=> hs 1—=> hs
s=0 s=0
N N N-1
hs) he>hs1 ) he=hs1 ) hs,
s=S s=S5+1 s=S
N—1
hnhs+ Y (hshs — hsrihs_1) > 0.
s=S
As hyhgs > 0 for any S, we just need to show that hshg > hsi1hg_1 for any s > S.
We find that
' S -8 ! -5
hshs - s!(]yls)!z (1-2)" smfvvlsyzs (1-2)"
B N! s N-s—1 N! — S—V+1
hsy1hs—1 GEOIN=s=T)1? T(1-2) (Sfl)!(NfSJrl)!ZS H1-2)
s+ (N=-S+1)
(N —s)S ’
which is clearly increasing in s, and bigger than zero when s = S as
(S+1)(N-S+1)
l<=SIN-9)+N+1>(N-9)S.
N-9)5 > ( J+N+1>( )
O

B.2 Perfect Bayesian Equilibrium in the product market

The goal of this appendix is to identify belief structures that are consistent with Perfect Bayesian
Equilibrium (PBE) in the product market under both pure and mixed strategies that may be used

by consumers and to derive the corresponding Perfect Bayesian Equilibria referred to in the main

paper.
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There are four consumer types {v,,T,} = {0,1} x {A, B}, and each type follows and must
be believed to follow the same (possibly mixed) strategy, O{vn.Tn}» ON the equilibrium path, where
O{v,.T,} 18 the probability that the consumer type {vn, T,,} buys the product (or equivalently plays
a pure strategy by,, 7,3 = 1). Denoting the belief that consumers of type {v,, T} } buy the product
with 64, 1.3 = Pr (b{e,, 7.} = 1T, vn; B), the belief set is B = {610 4}, (0,8}, 11,4}, 01,5} }- This
belief set includes 16 ex-ante possibilities for pure strategies and a wider set of mixed strategies.

There is always a trivial PBE where oy, 1} = 0(y,1,} = 0 for all types, and the firm sets
a very high price, guaranteeing that no consumer has an incentive to buy the product. However,
because other parts of the model involve the firm needing to pay the investment cost and taxes if
it is active, the only relevant and interesting PBE candidates are the ones where the firm makes a
positive profit, i.e., it only considers PBE candidates where the price set by the firm, p > 0, and
Ofon,Tn} = Ofvn, T} > 0 at least for one type. This condition will be imposed from here onwards.

Defining
AE{’U»,“T”} =E |:£ (Qv B) ‘Tnyvru b{vn,Tn} = 1] -E |:£ (Qa B) ’Tnv Un, b{vn,Tn} = 0] ) (21)
it follows from (4) that the consumer’s optimal strategy is

lifp<uw, — eAE{van}
o,y = § (0,1] if p=v, — ALy, 1.} - (22)
0if P> Uy — GA‘C{UH,Tn}

For the sake of argument, let us focus on the setting where the payment system is such that all
individual purchases are recorded and observable by third parties, i.e., = {b{van}}N =0, 1}N.
The setting where no information is available is akin to the special case where privacy concerns are
moot, i.e., ¢ = 0. Furthermore, while the PBE under asymmetric privacy is different, all the proofs
identifying plausible belief structures are similar.

By Bayes’s rule, the prior distribution of 7}, being known, and the law of total expectations,

Pr (T, B)  Pr(QT,;B) (1 - zr,)Pr(Quv, =0,Ty; B) + 21, Pr(Qv, = 1,Ty; B)
Pr(T,) Pr (Q; B) > on={0.1),Tn={ 4,5} LT (Un|T0) Pr (Ty) Pr (Qvp, Tn; B)

where z7, = Pr (v, = 1|T},) has been defined in (1).
Denote Q_,, = {0, 1}]\L1 the information that is observable on the payment ledger about all
other consumers except n, such that we can express {2 = {Q_n, b{vn,Tn}}. Furthermore, as individ-

ual preferences and purchasing decisions are independent conditional on the type (and must be be-
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lieved to be independent along any PBE), it holds that Pr (Q|T},, vn; B) = Pr (Q_y|B) Pr (bgy,, 1,111, vn; B).
As the consumer of type {7, vy} is believed to buy the product with probability 67, ., it follows

that
Pr(TQB) _ Pr(bp,myTsB) [ OBl iy, g =1
Pr(T,) _ Pr (byon 7,y B) = (1—ZTn)(1—5'{0,T;i)Z+ZTn(1—5’{1,Tn}) if by, 7y = 0 ’
where
Z = (1-24)qabo.ay + (1 — 2B) (1 — qa) F0,8} + 24046 (1,41 + 28 (1 — qa) F(1,5}- (23)

Using this and (5) in (21) and simplifying

AL, = A0 ZT0n) =26 (0 ~ S) + G Z008) __pp oy

2(1_2>

We can see from (24) that ALy 7,y = ALyo7,) as the privacy depends on the core parameters

of the model and beliefs, and not on v,, directly. This enables us to shorten the notation and define
AL = AL 4y = ALy, 4y, such that ALy gy = ALy gy = —AL. Using this, we can express (22)

for different consumer types as

Lif {p<v, —eALAT,=A}V{p<v,+eALAT, = B}
Olon, T} = § (0,1] if {p=v, —eALAT, =A}V{p=v,+eALAT, = B} (25)
0if {p>wv,—eALAT,=A}V{p>uv,+eALAT, = B}

Using these results together with the PBE requirement of consistency between strategies and

beliefs, we can narrow the set of belief structures that are consistent with PBE, i.e., satisfy
U{UnyTn} = 5-{Un7Tn}'

Lemma B.2. There are no Perfect Bayesian Equilibria where AL < 0.

Proof. Suppose that there is a PBE where AL < 0. As we are seeking PBE where p > 0, by (25)
it must hold that the type {0, B} never buys, i.e., 00,8y = 0. As beliefs must be consistent with
optimal strategies, it must also hold that g gy = 0. From (25) it also follows that the type {1, A}
must be most willing to buy, and whether the type {1, B} or {0, A} is more willing to buy depends
on |AL|. We have the following possibilities:

1) Consider that the firm has set p < min[—eAL, 1 + eAL] to ensure that both of these types buy, or
p < max [—eAL, 1+ eAL] so that only one of these types buys. In either case, it must hold that the
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type {vn, T} = {1, A} buys for sure and must be believed to do so on-path, i.e., o1 4} = 61,43 = 1.
Using 6y0,py = 0 and 7 4y = 1 in (24) we obtain that AL o z4 — 25 + 2B (1 —&{173}) +
(1= 24) Gg0,4}, which is strictly positive as z4 > zp, and 6y By, 040,43 € [0,1]. This contra-
dicts AL < 0 and the belief structures that take the form B = {&{O,A}a5{0,B}a5’{1,A},&{1,B}} =
{&{0714}, 0, 1,&{173}} cannot be consistent.

2) Consider that the firm has set max [—eAL, 1+ eAL] < p < 1+ eAL. From (25) it is then
clear that oy, 7,1 = 0 for types {v,, Tn} = {0,4},{0, B}, {1, B}, and by consistency of beliefs
and strategies, it must also hold that G ay,50,8},0¢1,8y = 0. Using this in (24) we obtain that
AL o< 24641,4y > 0, which again contradicts AL < 0 and a belief structure where only the type
{1, A} buys the product with positive probability cannot be consistent.

3) Finally, if the firm has set p > 1 4+ €AL, no consumer buys and AL = 0, which again leads to a

contradiction. O

Lemma B.2 shows that belief structures that may be consistent with PBE cannot have the
property that types with T, = A suffer a lesser privacy loss if they buy. This is intuitive as these
consumers are more likely to value the product highly, i.e., z4 > zp. Hence it must be the case in

any PBE that AL > 0, and this is taken as given in what follows.
Lemma B.3. There are no Perfect Bayesian Equilibria where AL > i

Proof. Suppose that there is a PBE where AL > i and p > 0. As we are seeking PBE where
p > 0, by (25) it must hold that the type {0, A} never buys and must be believed to never buy,
i.e., 00,4} = 00,4} = 0. Furthermore, when AL > 2% it holds that min [eAL,1 — eAL] =1 —€AL.
We have the following possibilities to consider:

1) Consider that the firm has set p < 1—eAL. From (25) it then follows the type {1, A} is willing to
buy the product with a positive probability, while the types {0, B} and {1, B} buy the product with
probability 1. As beliefs must be consistent with strategies, it must hold that 69 gy = o1 gy = 1.
However, by (24), it must then also be the case that AL za0(1,4y — 1 < 0, which contradicts
AL > &

2) Consider that the firm has set 1 — eAL < p < eAL. From (25) it then follows the type
{vn, T} = {1, A} never buys the product, i.e., o(; 4y = (1,4} = 0, the type {0, B} is willing to
buy it at a positive probability, and the type {1, B} must buy the product with probability 1, i.e.,
01,8y = 0q1,8y = 1. However by (24) this implies that AL o< —2zp — (1 — 2B) Gy0,py < 0, which
again contradicts AL > 2%

3) Setting p > eAL cannot also be consistent. The only type who could buy at p > eAL is the
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type {vn, Tn} = {1, B}, i.e., it must be the case that G ay,50,8},0¢1,4} = 0, which implies that
AL x —zp0g1,By <0 and contradicts AL > i O

Lemmas B.2 and B.3 eliminate a wide set of belief structures as implausible and highlight that
any plausible PBE must have 0 < AL < i By (25), this clearly establishes constraints that a
plausible belief structure must follow. Namely, the type {v,,T,} = {0, A} never buys and must be
believed to follow this strategy, i.e., g7 4} = 0, the type {0, B} cannot be more likely to buy than
the type {1, A}, and the corresponding beliefs must have 0 < 0{0,8) < 0{1,4}- Finally, it also holds
that the type {1, B} must be the type who is most likely to buy the product in any plausible PBE.

We can then identify a set of plausible PBE as follows.

Proposition B.4. Provided that e < 1 5 (- ), there exists a PBE in pure strategies where oy gy =

ZA—ZB

ZA—ZB

o,y =1, 0p0,ay = 0p0,8y =0, p =1 - ex}=5, where Z is defined in (2) and equals the expected

demand by one consumer in equilibrium. Furthermore, this equilibrium is a unique equilibrium in

12(1-2)
22a—28"

pure strategies, and there is no PBE in pure strategies when € >

Proof. As shown, a PBE could only exist when 0 < AL < 2% By ( 25) it follows that there

are only three potentially plausible belief structures remaining to be considered: these are B =
{610,43: 6108y, 041,43, 641,83} = {{0,0,0,1},{0,0,1,1},{0,1,1,1}}. Using these in (24), it follows
that the last belief structure cannot be consistent with 0 < AL < eAL as ALy 01y < —2p <0
and ALgg 1,11} < — (24 — 1) < 0. Hence, the only plausible belief structure is B = {0, 0, 1,1}, which

ZA—ZB

by (24) and (23) gives AL 01,1} = Z(l 5. Clearly, 2=

> 0. However, we also need AL < 26,

z)
which implies that this equilibrium only exists if € < %j( Z). Furthermore, 0 < AL < 2L also
B €

implies that the firm must set the price p € ( Z? ZE; 1— e'z?l ZZE; to induce only the types {1, A}
and {1, B} to buy. As replacing beliefs with actual demand in (23) gives the expected demand by a

random consumer, the firm’s expected profit under these strategies is Npz, setting p =1 — ezf‘l ZS

Notice that as € < %jg__zz;, p > 0. [

Proposition B.4 shows that if the privacy concerns are not too pressing, there is an equilibrium
where the firm offers enough of a discount to induce all consumers who value the product at v, = 1
to buy the product. However, this comes at a cost of having to offer the product at a lower price.

While there is no PBE in pure strategies when € is high, there always exist mixed strategy

equilibria. In particular, there are always mixed strategy equilibria that fully conceal the consumer

types.

Proposition B.5. For any €, there exist PBE in mized strategies where the type {1, B} buys
the product with probability o gy = ¢ € (0,1], the type {1, A} buys the product with probability
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o[1,4) = z—i&, and the types {0, A} and {0,B} do not buy the product. The Pareto dominant
equilibrium is the one where {1, B} plays a pure strategy o1 gy = 1 and {1, A} plays a mized
z

strateqy o1 4y = 22. The expected demand by one consumer in this Pareto dominant equilibrium
{1,A} A

18 zp < Z.

Proof. Consumer types are fully concealing only when AL = 0. From (25), it then follows that the
types {0, A} and {0, B} would not buy the product at p > 0, while the types {1, A} and {1, B} are
willing to buy it as long as p < 1. Given this and the requirement of consistency of beliefs, it must be
the case that AL = zA&“g‘gl__ZJZ?;{l’B} =0, where Z = qazaG(1, 4} + (1 —qa) 28641 y- Clearly there
are multiple solutions to zad(; 4y = zpd(1 By and as oy; gy € (0,1] and 24 > 2p, it must be the

case that {1, A} uses a mixed strategy that is proportional to the strategy used by . = &. It then
follows that the expected demand by all consumers is N (quA (%5) +(1—qa) ZB&) = Nzpo
and the firm’s profit is Npzgd. It is clear that it is optimal for the firm to set p = 1 and it is easy
to confirm that both types {1, A} and {1, B} consumers are indifferent between buying and not
buying and are willing to buy at any probability. As consumer surplus is zero, the joint surplus

equals the firm’s profit, which is maximized when ¢ = 1. ]

Proposition B.5 shows that there are always equilibria where some consumers forego the op-
portunity to buy a product they like to conceal their type. While there is no need for discounts in
these PBE, the firm faces lower demand.

One may wonder if there are other mixed strategy equilibria. Given the above analysis, there

are only two possible candidate belief structures to consider:

1. One where the types {0, A} and {0, B} are believed to follow pure strategies not to buy, i.e.,
10,4} = 00,8} = 0, the type {1, B} is believed to follow a pure strategy to buy, i.e., ¢ gy =
1, and the type {1, A} is indifferent and is believed to buy with probability &y 43 = 7',

where &4 € (0,1) and &y # Z2.

2. One where the type {0, A} is believed to follow a pure strategy not to buy, i.e., 10,4} = 0, the
types {1, A} and {1, B} are believed to follow pure strategies to buy, i.e., 641 4y = 71,5y = 1,
and the type {0, B} is indifferent and is believed to buy with probability 0{0,B) = &7, where

a5 € (0,1).

We exclude both of these as being inconsistent with optimal strategies by consumers and firms.
Consider the first case. From (24) it follows that AL = ;‘847;?3), where 2y = qazad’y +
A\"T A

(1 —qa)zp. As we have shown that it must hold that AL > 0 in any PBE equilibrium that does
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not involve consumers perfectly concealing their type, it must be the case that ¢/, < j—g. Note

that this further implies that Z/; € (zp, z). Furthermore, as the type {1, A} must be indifferent,
zZp6 —2zp z—zp

EACEEN B TEA (=)
that all consumers’ optimal strategies are consistent with the conjectured beliefs, these beliefs

it must be the case that p =1 — ¢ While we can verify using (25)

are not consistent with the firm’s optimal strategy. To see this, notice that when setting the

price on-path, the firm must believe that the total demand is NZ/;. Hence its profit is NpZ/, =

Z, — ~ . .. . . O(Npz' —23
N(1—e—A5 Z',. Differentiating this, we obtain that %,ZA) = N — NELAJFZB; and
qAZA(l_ZA) ZA QA(l_g;X)
9?(Npzy) 2, —zp - , . c o
o7, = QNEM > 0 as /4 > zp. Because the firm’s profit is convex in Z/;, it follows

that it would set the price such that 2, is outside the range (zp, z), i.e., it would either have an

incentive to set p = 1, in which case Z/; = zp and this choice corresponds to the PBE in Lemma

B.5, or toset p=1—e—2B_ =1 — ¢24=2B and this choice corresponds to the PBE in Lemma
gaz(1—%) zZ(1-%)
B.4.
Consider then the second case. From (24) it follows that AL = zA_;B (_1(1;')3 )&53, where
B\-"~*B
Zh = (1 —qa) (1 — z) 653 +Zz. Asit must hold that AL > 0, it must further hold that 55 < (Zf‘_;?).
And as the type {0, B} must be indifferent, it must hold that p = eAL = eZAsz(fl(l;zf)oB.
B\""~*B
Using that firm must expect the relationship between p and 6% on path, its expected profit
. ~r za—zp—(1—2B)d% za—zp—(1—2p)d’ . .. . . ONpzly
is NpzZp = Ne =A) = Ne(lfzf(lqu)(lsz)&jB)‘ Differentiating this gives 957,

. (1—zp)(1—z4)
N5

small as possible. In particular, the firm would set p = ezgf‘ffg such that ¢z = 0. However, this is

, which implies that the firm would set the price such that ¢%; and Zj are as

outside the range. Furthermore, when ¢%; = 0 the firm would have an incentive to deviate and set

ZA—ZB
Z(1-2)°

p=1—¢ which is higher and leads to the same demand.
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